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[TPMKA3

30 nexabps 2022 r Ne 70

«O0 opranuzanuu MHGOPMALMOHHON 0€30MIACHOCTH
I'KOY Camapckoii o6sactu «Y4eOHo-MeTogudeckuii meHTp no 'O u YC»

B cootBercTBHE ¢ DenepanbHbiMu 3akoHaMu OT 27 utosst 2006 romga Ne 149-D3,
«O0 wuHpopManuu, HUHPOPMAIMOHHBIX TEXHOJIOTHSIX M 3amuTe HUHpOpMarumy,
®enepanbHbIM 3aKOHOM OT 27 utoiist 2006 roga Nel52- @3 «O nepcoHaIbHBIX TAHHBIX)
VYkazamu I[Ipesunenta Poccuiickoit deneparuu ot 5 nekadbpst 2016 roga Ne646 «O06
yTBepxkaeHun JlokTpunbel nHpopmMarmonHoi Oe3onacHoctu Poccuiickoit denepanuu,
or 17 mapra 2008 roma Ne 351 «O mepax mo oOecneyeHUI0 HHPOPMALMOHHOU
oe3zonacHoctn Poccuiickoir ®enepanu NpU  UCHOJB30BAaHUM HMH(POPMALIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETed MEXIYyHapOAHOTO HH(POPMALIMOHHOTO OOMEHay,
npukazom DeaepanbHoil cmyx0bl 6e3onmacHocTd oT 10.07.2014 roma Ne 378 «O0
YTBEPKJICHUH COCTaBa U COJEP>KaHUSI OPraHU3AIMOHHBIX W TEXHUYECKUX MEp IO
o0ecnieyeHn0 0E€30MacHOCTH IMEPCOHAJIbHBIX JIAHHBIX IHpU UX 00paboTke B
WH(OPMAITMOHHBIX CHCTEMaX NEPCOHAIBHBIX JaHHBIX C KCIOJIB30BAHUEM CPEICTB
Kpuntorpadguuecko  3amuTbl  WHOOpPMAIMKM, HEOOXOJAMMBIX JJIS  BBITIOJHCHUS
yctaHoBieHHbIX [IpaButensctBOoM Poccuiickoit ®enepanuu TpeOOBaHUN K 3alIuTe
NEPCOHANBHBIX  JaHHBIX  JUIA  K&XJOr0 W3  ypOBHEW  3alUIIEHHOCTH),
NMPUKA3BIBAIO:

1. Onpenennts:

1.1. Tlopsnox wundpopmanmonnoit Oe3zonacHoctu ['KOY Camapckoil obmactu
«Yuebno-meroguueckuit nueHtp no 'O u YC» (npumnoxenne Ne 1).

1.2. MHCTpYKIMIO OTBETCTBEHHOMY 3a oOecrieyeHue TpeOOBaHUM MO TEXHUYECKON
zamute nHGopmarmu B 'KOY Camapckoii obnactu «Y4eOHO-METOUYECKUH 1IEHTP 10
'O u UC» (npunoxenueNe 2).

1.3 MHCTPYKIMIO OTBETCTBEHHOMY 3a OpPTaHM3AIMI0 00pabOTKH M OOecriedeHUs
6e3onacHocTu nHGopManmu 00bekToB HHpopMmaTu3anuu B ' KOY Camapckoit obmactu
«YuebHo-meToanueckuit meHTp mo 'O u YCx» (nmpunoskenue Ne 3).

1.4. NHCTPYKIMIO OTBETCTBEHHOMY 3a OpPTaHU3AIHI0 00pabOTKH M 0OeCTIeUCHUS
Ooe3zomacHocT ~ WHGOPMAIMK  OTPAHUYEHHOTO  PACHPOCTPAHEHUS  OOBEKTOB
unpopmatuzanuu B [ KOY Camapckoit obmactu «YdeOHo-meToauueckuit rieHTp mo ['O
u UC» (npunoxenue Ne 4).

1.5. NHcrpykuuio agMuHUcTpaTopa 06e3omacHOCTH MH(opManuu U MHGOpMALUH
orpanndyeHHoro pacnpoctpanenuss B ['KOY Camapckoit oOnactu «Y4eOHO-
metoamueckuit eHTp o 'O u UC» (npuioxenue Ne 5).



1.6. MHcTpykuuio 1mo mOpsAAKy y4yeTa M XpaHEHUI0 HOcuTelned uHpopManuud B
['KOY Camapckoit obnactn «YueOHO-MeTonmyeckuii wnentp mo I'O u YCy
(mpunoxkenue Ne 6);

1.7. HCTpyKLHIO 110 MOPSIIKY OpraHU3alyy NapoJbHOW U aHTUBUPYCHOMW 3aIUThI
B ['KOY Camapckoii obmactu «YueOHO-meTomumueckuii neHtp mo 'O u UYCy», B
cootBeTcTBUH ¢ [Ipunoxenne Ne 8 [Tonoxenust 06 06paboTKe U 3aIKTe TEPCOHATBHBIX
nauHbeIX padotHukoB 'KOY Camapckoit ob6macta «Y4eOHO-METOAMYECKUN IEHTpP IO
'O u UYC» yrBepxaeHHoro mnpukazom aupekropa ['KOY Camapckoit obnactu
«Yuebno-meroauueckuit ieHTp mo 'O u UC» ot 30 nexadbps 2022 roma Ne69.

2. Ha3HauuTh OTBETCTBEHHBIM 3a OpraHU3aIMI0 O0O0pabOTKM U oObOecredeHus
0e3onacHocTH MHGOpPMAIUU OOBEKTOB HMH(POpMATH3AIMKU, B TOM 4Hciie UHPOpMAIUU
OTPaHUYEHHOI0 pacrpocTpaHeHus, B YupexaeHuu nporpammucta Jonrosy E.b.

2.1. BMeHUTh OTBETCTBEHHOMY 3a OpraHU3alMi0 O00pabOTKM W oOecredeHus
oe3onacHocTy MHGOpPMAIMU O0BEKTOB MH(OpMaTH3aluKk, B TOM 4uclie WHbOpMaIUu
OTPaHUYEHHOIO0 pACIpPOCTPAHEHUs B YUpEeXKJACHHH (PYHKIUU OTBETCTBEHHOIO 3a
oOecrieyeHue TpeOOBAaHUN MO TEXHUYECKOM 3amuTe MHPOpMalUUMU U aJMUHUCTpaATOpa
0e3omacHOCTH HMH(POPMALMU M HHPOPMALMH OTPAHUYEHHOIO pACHpOCTPAaHEHUs B
YupexxneHun.

3. Ilpuka3z gosectu g0 Bcero nuuHoro cocraBa ['KOY Camapckoit obmactu
«YuebHo-Meroguueckuit ieHTp no 'O u UC».

4. KOHTpOI1b, 32 BHIIOJHEHUEM HACTOSIIETO MTPUKA3a OCTABIISIO 3a COOOM.

JAupexTop C.A. IpsikoB
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Y1Bepxaaro
Hupextop I'KOY Camapckoii o6nactu
"YyebHO-MeT kuitgeaTp mo 'O u UC"

C.A. IpsikoB
«30y exabpa 2022 r.

Hopsinok nHpOpMAITUOHHOMH 0€30MIACHOCTH
I'KOY Camapckoii o6saactu «Y4eOHo-MeTogudeckuii meHTp no 'O u YC»

1. OBIIUE IMOJIOKEHUS

1.1. HacTosuumii JOKyMeHT orpenesseT NopsaoK odecrieueHus: HHOOPMALMOHHOM
oe3omnacHoctu (nanee - [lopsinok).

1.2.  Hacrossmmin  Ilopsnok — sBASETCA  PACHOPANHUTENBHBIM  JOKYMEHTOM
VYupexxaeHusi, yCTaHaBIIMBACT MPUHUMUIIBI MOCTPOCHUS CHUCTEMBl HH(POPMALIMOHHON
0€30MacHOCT B HH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHON cetn (nanee - UTC)
VYupexnenus ¢ uUenblo  obecrieueHuss  TpeOyemMoro ypoBHS — 0€30IacHOCTH,
oOpabaTeiBaeMOM B Hed HMH(OpMalMM, HE COJEp)Kalleil CBEIEHH, COCTaBISIOLINX
rOCyIapCTBEHHYIO TAlHY.

1.3. Hactostmuii [Topsimok npeanasHadeH /uisi paOOTHUKOB Y UPEKICHUSI.

1.4. Hacrosimass Ilopsgok JOMKEH CHYXKUTh HOPMATUBHO-METOAWYECKAM
MaTepuaioM Npu (OpMYIHPOBAHUU TPeOOBaHMIM MO oOecrneyeHnuo Oe30MacCHOCTH
uH(pOopMaIUU B y4eOHOM LICHTpE.

1.5. Hacrosmmit Ilopsmok HeE HMCKIIIOYaeT HEOOXOJUMOCTH  BBITTOJTHCHUS
TpeOOBaHM, JNEUCTBYOIMUX (enepadbHBIX HOPMATHUBHBIX  IPABOBBIX  aAKTOB,
Poccuiickux u MEXIyHapOIHBIX CTaHAAPTOB, YCTAHABIMBAIOIIMX TpeOOBaHUS K
oOecrieueHnto0 0€30MaCHOCTH U pa3pabOTKE aBTOMATU3UPOBAHHBIX CHCTEM.

1.6. Hacrosmuii [Topsiiok pazpaboTan B COOTBETCTBUU C TPEOOBAHUSIMU:

1.6.1. ®enepanbuoro 3akoHa ot 27 utoinsg 2006 r. Ne 149-d3 «O6 undopmanuu,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U 3aIUTe UHPOPMALIUN.

1.6.2. ®enepanbaoro 3akoHa ot 06 ampens 2011 1. Ne 63-D3 «OO6 s1eKTpOHHOU
MOATTUCH.

1.6.3. ®enepanbHoro 3akoHa oT 27 utonst 2006 r. Ne 152-03 «O nepcoHanbHBIX
JTAHHBIX).

1.6.4. ®enepanbHoro 3akoHa ot 22 oktsiOps 2004 r. Ne 125-03 «O06 apxuBHOM
nene B Poccuiickon deneparun».



1.6.5. ®enepanpHoro 3akoHa ot 27 uronsg 2010 r. Ne 210-d3 «O06 opranuzanuu
IPEIOCTABIIEHUS TOCYAAPCTBEHHBIX U MYHUIIMIAIBHBIX YCIYT).

1.6.6. Yka3a IIpesunenta Poccuiickoit @enepauun ot 5 nexkadbps 2016 r. Ne 646
«O6 yrBepxkaeHun JIOKTpuHBI HH(POPMAIMOHHON Oe3omacHocTH  Poccuiickoi
denepauuny.

1.6.7. Yxaza IIpesunenta Poccuiickoit @eaepaunu ot 17 mapta 2008 r. Ne351 «O
Mepax 1o o0ecredeHno nHpopMaImoHHoi 6e3onacHoctu Poccuiickont denepaniuu npu
UCIIOJIb30BAaHUU HH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETeH MEXIyHapOIHOTO
UH(GOPMAITMOHHOTO OOMEHAY.

1.6.8. TlocranoBnenus IlpaBurensctBa Poccuiickoirt denepanuu ot 18 mas 2009
r. Ne 424 «0O06 ocoOeHHOCTAX TMOAKIIOUEHHUs (eAepalabHbIX TOCYAapCTBEHHBIX
UH(GOPMAIIMOHHBIX CUCTEM K MHPOPMAIITMOHHO-TEIIEKOMMYHHKAITMOHHBIM CETIM).

1.6.9. Iloctanosnenus I[lpaBurensctBa Poccuiickoin ®denepanuu ot 15 ceHTAOps
2008 1. Ne 687 «O06 yrBepxknenuu IlomoxkeHuss 00 0COOEHHOCTSAX OOpPaObOTKHU
NEPCOHAIBHBIX  JAHHBIX,  OCYILECTBISEMOM  0€3  HCIONb30BaHHUS  CPENCTB
aBTOMaTHU3ALINN.

1.6.10. ITocranoBnenus lIpaBurenbcrBa Poccuiickonn ®epepanuu ot 21 mapra
2012 r. Ne 211 «OO0 yTBEpKIE€HUH TEPEUYHS MEp, HAMPABICHHBIX HAa OOECIEYECHHE
BBINIOJIHEHHUS ~ OOS3aHHOCTEH, NpeaycMOTpeHHbIX DeaepanbHbIM  3aKOHOM  «O
MEPCOHAIBHBIX JIaHHBIX» W TMPUHATBIMHU B COOTBETCTBUM C HUM HOPMATHBHBIMU
MPAaBOBBIMM  aKTaMH, ONEpPaTOpaMH, SBISIOMIMMUCS TOCYAApPCTBEHHBIMH  HIIH
MYHHUITUTIATBHBIMA OpPTaHaAMK.

1.6.11. ITocranoBnenus IlpaBurensctBa Poccuiickoii ®@enepaunn ot 01 HOAOps
2012 Ne 1119 «OO0 yTBepk1eHUH TPEOOBAHUH K 3allIUTE MEPCOHABHBIX TaHHBIX MPU UX
00paboTke B MH(OOPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JaHHBIX).

1.6.12. TlocranoBnenus IlpaBurensctBa Poccuiickoit denepanuu ot 15 ceHTadps
2008 1. Ne 687 «O06 yrBepxkaenuu IlonmoxkeHuss 00 0COOEHHOCTSAX 0OOpPabOTKHU
NEPCOHAIBHBIX  JAaHHBIX,  OCYILECTBISEMOM  0€3  HCIONb30BaHHUS  CPENACTB
aBTOMATH3ALINI.

1.6.13. ITpukaza ®CTIK Poccum ot 11 despans 2013 No 17 «O6 yTBepKaeHUU
TpeOoBanuii 0 3ammre UHGOPMAIMK, HE COCTABJSIOLIEH TOCYJapCTBEHHYIO TalHY,
coJiepKallieicst B roCyJapCTBEHHbBIX HHPOPMAIIMOHHBIX CUCTEMAX).

1.6.14. ITpukaza ®CTIK Poccun ot 18 despans 2013 Ne 21 «O6 yTBepx)aeHUU
CoctaBa W cojep)aHUs OPraHU3alMOHHBIX W TEXHUYECKHX MEp MO OO0ECHeueHUIo
0€30MacHOCTH TEPCOHABHBIX JIAaHHBIX MpPU HX 00paboTke B HWHGOPMAIMOHHBIX
CUCTEMaX MEPCOHAIIbHBIX JTAHHBIX).

1.7. JetictBue Hactosimiero l[lopsimka pacmpocTpansieTcss Ha Jr000€ JeicTBUE
(omepanuio) WJIM  COBOKYIIHOCTH  JEHCTBHI  (omeparuii), COBEpIIAEMbIX C
MCIIOJIb30BAaHUEM CPEJICTB ABTOMATHU3AIMU WM 0€3 UCTIOJIb30BaHUS TAKUX CPEACTB.



1.8. Hacrosimuuii Ilopsaok MNoanexutr nepecMoTpy M, HpU HEO0OXOIUMOCTH,
aKTyaJu3aluy B cllydae U3MEHEHNH B 3aKOoHOaarenbeTBe Poccniickon denepanun.

2. AHOOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHAS CETb
3. TKOY CAMAPCKOM OBJIACTH «Y‘IEBHO—METOIII/I‘IECKI/Iﬁ HEHTP
IO 1o N 4YcCx»

3.1. MHpopManMOHHO-TEIEKOMMYHUKAIIMOHHAS CETh YUPEXKIEHUS COCTOUT U3
IBYX (YHKIIMOHAIBFHO CAMOCTOSITEIBHBIX KOHTYPOB:

1.1.1. BHyTpeHHMI (CinyXeOHBII) KOHTYp - BEIOMCTBEHHas LU(poOBas CeTb
nepenauu aaHHbIX «MHTpaner» (nanee - BLICII/ «uTpaner»);

1.1.2. BHemHuii (TyONUYHBIA, OTKPBITBIN) KOHTYp - CETh TMepefaud JaHHBIX
«utepuer» (nanee - CIIJ1 «UuTepHeT);

1.2. Tlox uHppacTpyKTypoil B JaHHOM cCiy4yae MOHUMAKOTCA MH(OPMALMOHHBIE
pecypcsl ¥ HHpopMamonHble cuctemsl (panee - MC) Yupexaenus, nHGOpMaluOHHbIE
CEPBUCHI, MPOrPaMMHO-TEXHOJIOTMYECKHE (B TOM YHCIE TEXHMYECKHE) pEUIeHUs M
M0JIb30BATENIbCKUE MPUIOKEHUS, METOJIbl OpraHW3allMd W YOpPaBJICHHS, CHCTEMa
3alMThl MH(OpMALMHU, NOHKHOCTHBIE JUIA, a TaKKe CPElCTBA JOCTyNa TpaxJaH U
IOPUINYECKUX JINL K HHPopMannoHHbIM pecypcam u UC.

1.3. HHpopManmoHHO-TENEKOMMYHUKAIIMOHHAsT HH(QPacTpyKTypa COCTOUT U3
HECKOJIBKMX (DYHKIIMOHAJIBHBIX CETMEHTOB (KOMIIOHEHTOB):

1.3.1. MHWudpactpykTypa 3JIEKTPOHHOTO B3aUMOJCHCTBUS YUPEXKACHUS C
rpakaaHaMu;

1.3.2. Undpactpykrypa 3JIEKTPOHHOTO B3aUMOJEHUCTBUSL YUpEKIACHUS C WUHBIMU
OpraHu3alusIMy;

2. IPUHIIUIIBI

2.1. OcHOBHBIM MPUHIIUIIOM oOecnieueHust nHpopmarmonHo 6e3omacHoctu UTC
Yupexxaenus SBISETCS pealu3aius MpaBa Ha JOCTYI K MHGOpMAIMK U O00ecredeHus
3alUThl  UHQOpPMAIMA OT YHUYTOXKEHHUS, MOAUGUIUPOBAHUSA, OJIOKUPOBAHUS,
KOMHUPOBAHUS, TPEAOCTABIICHUS, PACIIPOCTPAHCHUS, @ TAKXKE OT MHBIX HETPABOMEPHBIX
JNEeUCTBUN B OTHOIICHUW TaKOW MH(OPMAIIUH.

2.2. OCHOBHBIMU OOBEKTAMHM 3alUTHI CUCTEMbl HHPOPMAITMOHHON 0€30MaCHOCTH
B UTC YupexneHus saBisitoTcs:

2.2.1. HWudpopMalMOHHBIE PECypChl, OTHOCSIIMECS B COOTBETCTBHH C
NeuCcTByonmUMU  (enepatbHBIMA  HOPMATHUBHBIMH  TPABOBBIMH  aKTaMH K
KoH(UIeHIIMATbHON WH(pOpMalUK, BKIIOYAs TEPCOHANBHBIE JIaHHBIE, a TaKXke
oOmierocTynHble  MHGQOPMALMOHHBIE PECYpChl, HEOOXOauMbIe [JIsi oOecredYeHus
GyHKIUN 1 peanu3aiuy NOoJTHOMOYUN Y upeKaeHUs;



2.2.2. HNHupopMalinoHHO-TEIIEKOMMYHHUKAITHOHHAS CeTh Yupexnenus,
BKJIFOYAIOIIAsl CHCTEMbl O0pabOTKM W aHaim3a WHPOPMAIUUA, TEXHUYECKHE U
IPOrpaMMHBIE CPEJCTBA €€ 00paOdOTKH, Mepeadr ¥ OTOOPAKEHUSI, B TOM YHCIIC KaHAJBI
WH(POPMAITMOHHOTO OOMEHa W TEJICKOMMYHHUKAIMH, CUCTEMBI W CPEJICTBA 3allUThI
uHpOpMAaITiH, 0OBEKTHI U TIOMEIICHHS, B KOTOPBIX pa3MEIIEHbI TAKUE CUCTEMBI;

2.2.3. CpenctBa moCTyla TpaXkIaH W IOPUAMYECKUAX JHUI] K WH(OOPMAIMOHHBIM
pecypcam 1 HHQOPMAIIMOHHBIM CUCTEMAaM.

2.3. llepeyeHp 3amMIAEMBIX HH(POPMAIIMOHHBIX PECYPCOB  OMpEIEIsIeTCs
BHYTPEHHUMH OPTaHU3AIIHOHHO-PACTIOPSIUTEILHBIMA JOKYMEHTAMHU YIPCIKICHHS .

3. IEJIA U 3AJAYHN

3.1. OcHOBHOH 1IEIBI0 JEATENBHOCTH 10 obecrneueHno WHGOPMAIIMOHHON
oeszonacHoctu UTC VYupexneHuss sBiseTcsl CHIKEHHE Yrpo3 HHGOPMAIMOHHON
0€30MacHOCTH 10 YPOBHs, OOECHEUMBAIOLIEIO pEealn3alMi0 IOJHOMOYMHA B cdepe
OCHOBHOM J€ATENBHOCTU Y UPEKICHUS.

3.2. OCHOBHBIMH 3aJlauaMH JEATEIIBHOCTH MO oOecreueHn0 UHGOPMaIMOHHON
oe3onacHocti UTC Yupexnenus sSBIsSOTCA:

3.2.1. BeblsiBlieHHE TOTEHUHMAIBHBIX YIpo3 WH(OPMAIMOHHOW O€30MacHOCTH U
YSI3BUMOCTEN 0OBEKTOB 3aILUTHI;

3.2.2. IlpenmorBpamieHwe  HapyiieHus  TpeOoBaHMUA  MHGOPMAIIMOHHON
0e30I1aCHOCTH;

3.2.3. Uckitouenue, 1100 MUHUMU3ALMS BbISIBIEHHBIX yTPO3.

4. YI'PO3bI

4.1. llenpto ompenencHus yrpo3 HWHPOPMAIMOHHOW O€30MaCHOCTH SBIISCTCS
YCTAaHOBJICHHE BO3MOXKHOTO HApYIICHUs] KOH(MUICHIIMATBHOCTH, IEIOCTHOCTU WIIU
noctynHoctd uHpopmaruu, coaepxaieiics B UTC (UC) YupexneHusi, u npuBener
WM HapyIIeHUe X0Ts Obl OJTHOTO U3 YKA3aHHBIX CBOMCTB 0€30MacCHOCTH MH(OpMAIUU K
HACTYIUJICHUIO HEMPUEMJIEMbIX HEraTUBHBIX MOCIEACTBUH (yiiepOa) ajisg oOsiamarens
nHpopMaIuu WM omepaTopa, a B ciiydae 0OpaOOTKH MEPCOHAIBHBIX JAHHBIX U IS
CyOBEKTOB ITEPCOHABHBIX JIAHHBIX.

4.2. Ompenenenne yrpo3 Oe3zomacHOCTH HWHGOPMAIMKM  JOHKHO HOCUTH
CUCTEMATHYCCKUN XapaKTep M OCYIIECTBIATHCS KaK Ha JTale CO3/IaHUS DJIEMEHTOB
UTC (MUC) m dopmupoBanuss TpeOOBaHMN MO WX 3alUTe, TaK M B XOAC HX
skcruTyatanui. CHUCTEMaTHYeCKUH TIOMXOJl K OMPENeTIeHUI0 Yrpo3 Oe30MacHOCTH
nHpopMaru HE0OXOUM JJIsi TOTO, YTOOBI ONPENSTUTh MOTPEOHOCTH B KOHKPETHBIX
TpeOOBaHMIX K 3aluTe UHPOpPMALMU U CO3[aTh aJIEKBATHYIO 3(PPEKTUBHYIO CUCTEMY
samuThl  wHbopMmammu B MC. Mepsl 3amuThl  WHGOPMAIMK, MPUHAMACMbIE



obnanareneM uHpopmanuu u onepatopoM MC, nomxubel odecneunBarh 3HPEeKTUBHOE U
CBOCBPEMEHHOE BBISBJICHUE W OJOKMUPOBAaHHE (HEUTpaIM3aluio) yrpo3 O0e30MacHOCTH
uHbopMaluu, B pe3yjibTaTe peaau3aldd KOTOPbIX BO3MOXKHO HACTYIUJICHHE
HEMPUEMIIEMbIX HETaTUBHBIX MOCIEACTBUM (yIiiepOa).

4.3. B 000011eHHOM BUJIe YyTpO3bl 6€30MacHOCTH MH(POPMALIUU XapaKTEepU3yeTCs
HMCTOYHUKAMU YTrpo3, (akropamu, 00YyCIaBIMBAIOIMIMMH BO3MOKHOCTh pealn3aluu
yrpo3, crnocodamMu (MeTOAaMH) peaju3allid Yrpo3 M MOCIHEACTBUSMU OT pealn3alluu
yrpo3 0e30macHOCTH HHpopMaIuy.

4.4. B xauecTBe HCTOYHUKOB yTpo3 06€30MacHOCTH HH(OPMALIMU MOTYT BBICTYIATh
CyOBeKTHI ((pusnueckue nuia, OpraHu3aliy, rocyIapCTBa) WK SIBJICHUS (TEXHOTEHHBIC
aBapuu, CTUXUHWHBIC O€ICTBUS, MHBIC TPUPOIHBIC SBICHUA).

4.5. VctouyHuku yrpo3 0e30macHOCTH MH(OpPMALUU SIBISIOTCA ONPEISISIOIUM
(dakTopoM Mpu onpeaeneHun yrpo3 6esonacunoctu napopmannu B UC.

4.6. Uctounuku yrpo3 Oe30MacHOCTH HH(OPMAIMM MOTYT OBbITh CIEAYIOLIUX
THUIIOB:

4.6.1. AHTPONIOT€HHbIE UICTOYHUKH (AaHTPOIIOT€HHBIE YTPO3bI);

4.6.2. TexHOTreHHbIE HCTOYHHUKHM (TEXHOT€HHbIE yrpo3bl); 4.6.3. CTuxuiiHble
UCTOYHUKH (YTPO3bl CTUXUIHBIX O€ICTBHIA, MHBIX MPUPOIHBIX SIBICHUH ).

4.7. B KauecTBe UCTOYHUKOB aHTPONOIE€HHBIX yrpo3 0€30MacCHOCTH UH(POPMALIMH
MOTYT BBICTYIATh:

4.7.1. JIuna, OCyIIECTBISIOIINE IMPEAHAMEPEHHBIE JIEUCTBUS C LEIBIO JOCTyIa
uHpopMaluu (Bo3aeicTBUS Ha MHPOpMalMio), conepxaieiics B MIC, unn HapyuieHus
¢bynkunonupoBanuss MC wunm  oOcnyxuBawomeid ee UHOPACTPYKTYphl, B CHITY
YMBIIIUIGHHBIX JCWCTBU, CBS3aHHBIX C KOPBICTHBIMH, HWACHHBIMH WU WHBIMHU
YCTPEMJICHUSIMU JItO/IeH (ITpeTHAMEPEHHbIE YTPO3bl 0€30MaCHOCTH UH(POPMALIHH );

4.7.2. Jluua, umeroume gocryn k UC, He mpenHamepeHHble (HEYMbIIUICHHBIE
nercTBus (OMMOKA M T.M.) KOTOPBIX MOTYT MPUBECTH K HAPYIICHUIO O€30MacCHOCTH
uHdopmaIuu (HempeaHaMepeHHbIe yIpo3bl 6e30macHOCTH HHPOpMAIUN).

4.8. Insg UC, B KOTOPBIX IIEIBIO 3aITUTHI ABIICTCS 0OecTieUeHUE 1EeTOCTHOCTH U
JIOCTYITHOCTH 0OpabaTbiBaeMoii MHGOpPMAINK, B 005S3aTETLHOM TMOPSIKE MOIJICHKAT
OLICHKE TEXHOTE€HHBIE YIpO3bl, CBA3aHHbIE C OTKa3aMu WM cOosiMu B pabote
TEXHUYECKUX CPEJCTB WM NPOrpaMMHOro oodecrieueHusi. Takue yrpo3bl MOryT OBITh
00YCJIOBJICHBI:

4.8.1. Huzkum KadyecTBOM (HAIEKHOCTBbIO) TEXHUYECKUX, MPOTPAMMHBIX WIIU
IPOrPaAMMHO-TEXHUYECKUX CPEJICTB;

4.8.2. Hu3kuM KauecTBOM (HA/IEKHOCTBIO) CETEN CBSI3U U (WJIM) YCIIYT CBSI3H;

4.8.3. OTcyTcTBHEM MU HU3KOW 3(PPEKTUBHOCTHIO CUCTEM PE3EPBUPOBAHMS HIIN
TyOUpOBaHUs MPOrPAMMHO-TEXHUYECKUX U TEXHUYECKUX CPEJICTB;

4.84. Huszkum  KauecTBOM  (HAJIEKHOCTbIO)  WHKEHEPHBIX  CHUCTEM
(KOHAMLIMOHUPOBAHUS, DIIEKTPOCHAOKEHUS, OXPAHHBIX CUCTEM U T.1I1.);



4.8.5. HuzkuMm KauecTBOM OOCIYKMBAaHHS CO CTOPOHBI OOCITYXHBAIOIINX
OpraHu3alyy U JIL.

4.9. BO3HUKHOBEHHE CTHXMHHBIX (MPUPOJAHBIX) yrpo3  OOYCIIOBJIEHO
BO3/ICHCTBUSIMHU Ha OOBEKT yrpO3bl OOBEKTUBHBIX (PU3UUECKUX MPOIIECCOB MPUPOTHOTO
XapaKkTepa, CTUXUUHBIX TPHUPOIHBIX SIBICHHUM, COCTOSHUM (U3HUECKOU Cpelbl, He
0OYCJIOBJIEHHBIX HAIPSAMYIO JESTEILHOCTBIO YETIOBEKA.

4.10. K ecrectBeHHBIM (IPUPOJHBIM)  yIrpo3aM  OTHOCSTCS  YIPO3bI
METeOpoJIoTuYecKue, arMocepHble, Treou3anyeckue, TeOMarHUTHbIE U IPOYHE,
BKJIFOYAsl 3KCTPEMAJIbHBIE KIMMATUYECKUE YCIOBUSA, METEOPOJOTUUYECKUE SIBJICHUS,
CTUXHUIHBIC OCICTBUSI.

4.11. Tlepecmotp (mepeorieHka) yrpo3 Oe3omacHocTH uH(pOpMAIUK, Kak
MUHHMYM, OCYIIECTBIISIETCS B CIIy4asx:

4.11.1. Usmenenus tpeOoBaHUi 3aKoHOAaTeNnbcTBa Poccuiickoit denepammu o
3amuTe MHGOPMAIMKM, HOPMATUBHBIX MPABOBBIX AKTOB U METOJUYECKUX JIOKYMEHTOB,
perIaMeHTUPYIONTUX 3alIUTy HHOpMaIuy;

4.11.2. W3MmeHeHus koHuUrypauuu (cocTaBa OCHOBHBIX KOMIIOHEHTOB) U
0coO0eHHOCTeW (PYHKIIMOHUPOBAHUS MH(POPMALIMOHHON CUCTEMBI, CIIEICTBUEM KOTOPBIX
CTaJI0 BOBHUKHOBEHUE HOBBIX yTrpo3 0€30MacHOCTH HHPOpMaLIUK;

4.11.3. BeaBieHus1 yA3BUMOCTEM, IPUBOJAIINX K BOSHUKHOBEHUIO HOBBIX YIpoO3
Oe3omacHOCTM MH(OpPMALMM MM K TOBBIIIEHUIO BO3MOXHOCTU peallu3alluu
CYILECTBYIOIHUX;

4.11.4. [losiBneHus cBefieHN U (PaKTOB O HOBBIX BO3MOKHOCTSIX HAPYIITUTENICH.

5. MOAEJIb HAPYIIUTEJIA

5.1. llenpto OIEHKM BO3MOXKHOCTEM HApyLIUTEIEH MO pPEaIu3aluu yrpos
Oe3omacHocTH MHPOpMAIMH SBJsIETCS] GOPMUPOBAHUE MPEATIONOKEHHS O TUIAaX, BUIAX
HapyLIUTEICH, KOTOpbIE MOTYT pealn30BaTh yrpo3bl 0e30macHOCTH MH(pOpMaluu B
UHPOPMAIIMOHHOM  CUCTEME €  3aJlaHHBIMH  CTPYKTYpPHO-(DYHKIIMOHAJIbHBIMU
XapaKTepUCTHUKAaMU U OCOOEHHOCTAMHU (YHKIIMOHUPOBAHUS, a TAK)XKE MMOTEHIIUAJIE 3TUX
HapyLIUTENEeH U BO3MOXKHBIX CIIOCO0aX peain3aluu yrpo3 0€30MacHOCTA HH(DOpMAIUK.

5.2. Pe3ynbTarhl OLUEHKM BO3MOYKHOCTEW HAPYLIUTENEH BKIKOYAIOTCA B MOJIEIb
HapyIIUTENs, KOTOpasi SBISETCS COCTAaBHOM 4YacThlo (pasaenoM) MO yIpo3
0e3omacHOCTH MH(POPMAITUU U COJICPIKHT:

5.2.1. Tumbl, BuABl W MOTEHLMAT HApPYIIMTEJEH, KOTOPbIE MOTYT OOECHEeUUTh
peann3anuio yrpo3 6e3omnacHocTd nHpOpMaluu;

5.2.2. llenn, KOTOpbIE MOTYT NIpPECIEAOBaTh HAPYLIUTEIW Ka)XJAOro BUJA IPHU
peanuzanuu yrpo3 6e30nacHoCTU UH(pOpMaIUK;

5.2.3. Bo3MokHbIe c1ocoObl pealin3alii yrpo3 0e30MacHOCTH HHGOpMAaLIIH.



6. TUIIbIl HAPYIIUTEJIEHA

6.1. Tunsl HapymMTENEN ONPENENSAIOTCS M0 pe3yJibTaTaM aHajlnu3a MpaB J0CTyna
cyobekToB k wuHpopmaruu u (wm) Kk kommoHeHTam MC, a Taxke aHanmmza
BO3MOXKHOCTEH HapymuTenei mo gocryny k komnoHeHtam C ucxos u3 CTpyKTypHO-
(GyHKIHMOHATBHBIX XapaKTepUCTUK U ocobeHHocTel pyHkunonupoanus UC.

6.2. B 3aBUCHUMOCTH OT MMEIOIIUXCS TMPaB JIOCTyNa HAPYHIUTEIU MOTYT HUMETh
JIETUTUMHBIA  (pu3nueckuil (HENMOCPEJACTBEHHBIM) W (WMJIM) JIOTHYECKHM JOCTYyN K
komrioHeHTaM MC u (unmm) comepkarieiicsi B HUX HHGOPMAIMKA I HE UMETh TaKOTO
JOCTYyIA.

6.3. Ananu3 1mpaB JoCTyna MPOBOJUTCA, KakKk MHHHUMYM, B OTHOUIEHUH
cneayromux kommnoneHt UC:

6.3.1. VYctpoiictB BBOJa/BbIBOJa  (OoTOOpaxkeHus) wuHbopmamuu; 6.3.2.
becnpoBOIHBIX YCTPOWCTB;

6.3.3. IlporpaMMHBIX, NPOrPAMMHO-TEXHUYECKUX N TEXHUYECKHUX CPEICTB
00paboOTKH HHPOPMALINH;

6.3.4. CbeMHBIX MAIIMHHBIX HOCUTENEH HHPOPMALIHH;

6.3.5. MammHHBIX HOCUTENeH HH(OPMALUK, BEIBEACHHBIX U3 SKCILTyaTalllu;

6.3.6. AKTUBHOTO (KOMMYTAI[MOHHOTO) M ITACCUBHOTO OOOpPYAOBaHUS KaHAJIOB
CBSI3H;

6.3.7. KaHAJIOB CBA3M, BBIXOASIINX 32 MPEAEIIBI KOHTPOIUPYEMOM 30HBI.

6.4. C yderoM HaimMuug IpaB JOCTyNa M BO3MOXKHOCTEW IO JOCTYIly K
uHpopMauu M (WIU) K KOMIIOHEHTaM HH(POPMALMOHHON CHUCTEMbl HApYIIMTEIN
NOJIPA3/IETSAI0TCS HA JIBA TUIIA:

6.4.1. Buemnue Hapymurtenu (tum I) - nuna, He UMEIOLIME MpaBa JOCTyIa K
MH()OPMAIMOHHOW CHUCTEME, €€ OTAEIbHBIM KOMIIOHEHTAM M PEaU3YIOLIUE YIpPO3bl
6e3omacHoCTH MH(POPMAITUU U3-3a TPAHUI] THHOPMAIITMOHHON CUCTEMBI,

6.4.2. Bayrpennue Hapymurenu (tun 1) - nuia, umeronme mpaBo MOCTOSHHOTO
WJIN Pa30BOro JOCTyNa K HHPOPMAIIMOHHON cucTeMe, €€ OT/IeIbHBIM KOMIIOHEHTaM.

6.5. HauOonpliuMu BO3MOXHOCTSMU [0 pealu3aluu yrpo3 Oe30MacHOCTH
o0Jlalal0T BHYTpPEHHUE HapymuTenau. I[Ipu oleHke BO3MOXKHOCTEH BHYTPEHHHUX
HapyluTene HeoOX0IMMO YYUTHIBATh IPUHUMAEMBbIE ONEPATOPOM OpPTraHU3ALMOHHBIE
MEpBHI 10 JOMYCKY cy0bekToB K padote B MC. BO3MOXXHOCTH BHYTPEHHETO HapyLIUTEIS
CYLIECTBEHHBIM O0pa30M 3aBUCAT OT YCTAHOBJIEHHOTO MOPAJKa JOMycka (PU3NUIECKHX
i K UC 1 ee KoMIIOHEHTaM, a Tak)kKe Mep 10 KOHTPOJIIO 3a IOCTYIIOM M paboTOM 3THX
JULL.

6.6. BHenmHero HapymuTens HEOOXOIMMO paccMaTpUBaTh B KaUYECTBE aKTyaJbHO
BO Bcex ciydasx, korma umerorcs noakiatoueHuss MC k BHemHuM UTC u (wim)
UMEIOTCSl JIMHUU  CBSI3M, BBIXOJAIIME 32 Mpeleibl KOHTPOJIUPYEMOH  30HBI,
UCIIOJIb3yEeMbI€ JUIsl HHBIX TOJKIIFOUEHU.



7. BUJIbl 1 IOTEHIIUAJI HAPYIIUTEJEN

7.1. Yrpos3sr Oe3zonacHoct wuHpopMammu B MC wMoryT OBITH peaan30BaHbI
CJIEIYIOUMMHU BUJIaMU HapyIIUTEICH:

7.1.1. CnennanbHble CITy)Obl HTHOCTPAHHBIX TOCYIapCTB (0JI0KOB TOCYAapCTB);

7.1.2. TeppopHUCTHUECKHE, SKCTPEMHUCTCKUE TPYTIITUPOBKHY;

7.1.3. [IpectynHble rpynbl (KPUMUHAIBHBIE CTPYKTYPbI);

7.1.4. Buemnue cyOBbeKTH ((hU3nuecKue JInia);

7.1.5. PazpaboTunku, IPOU3BOIUTEIH, TOCTABITUKHA TPOTPAMMHBIX, TEXHUIECKUX
Y IPOrPAMMHO-TEXHUYECKUX CPEJICTB;

7.1.6. Jluua, TpuBIEKaeMble I  yCTAaHOBKHM,  HalaJKH, MOHTaXa,
MyCKOHAJIAIOYHBIX ¥ UHBIX BUJOB padoT;

7.1.7. Jluna, obecneunBaromue GpyHkimonupoanne MC wnm oOcmykuBaronue
UHQPaACTPYKTypy onepaTopa (aAMUHUCTpALUs, OXpaHa, YOOPIIUKH U T.1.);

7.1.8. ITons3oBarenu UC;

7.1.9. AnMuHHCTpaTOPBI O€30MACHOCTH;

7.1.10. OTBeTCTBEHHBIE 32 00BEKTHI HH(POPMATU3ALINH;

7.1.11. beiBIIME COTPYIHUKH (ITOTB30BATEIM ).

7.2. Bunel HapymwuTenel, XapaKTepHbIX I WHOOPMAIMOHHOW CHUCTEMBI C
3aJIaHHBIMU  CTPYKTYPHO-(DYHKIIMOHABHBIMU XapaKTEPUCTUKAMH U OCOOCHHOCTSIMHU
(YHKIIMOHUPOBAHUS, OINPEACNAIOTCS Ha OCHOBE NPEIINOJIOKEHUH (MporHo3a) o
BO3MOXKHBIX LEIAX (MOTHUBALMK) NP pealn3aluu yrpo3 0e30macHOCTd UH(pOpMaIun
TUMU HapYLIUTEISIMU.

7.3. B xauecTBe BO3MOXHBIX IIeJieid (MOTHBALMU) pealu3alyyd HapyUIUTEIsIMU
yrpo3 6ezonacHocty nHPpopmannu B MC MoryT ObITh:

7.3.1. Hanecenue ymiep6a rocynapcTBy, OTACIBHBIM €ro cepam IesTeIbHOCTH
WIM CEKTOPaM 3KOHOMUKH;

7.3.2. Peanuzamusi yrpo3 0e30macHOCTH MHMOPMAIIUU MO0 HUCOJIOTHYECKUM WU
MOJUTUYECKUM MOTUBAM,;

7.3.3. Opranu3zanusi TEppOPUCTUUECKOTO aKTa;

7.3.4. IlpyunHeHrne UMYIECTBEHHOIO yilepOa myTeM MOIIEHHUYECTBA UM WHBIM
MPECTYHBIM MyTEM;

7.3.5. Jluckpenurtamms ~ WIA ~ JeCTaOWIM3aIMs  JCSITEIbHOCTH  OpPraHoOB
roCy1apCTBEHHOM BJIACTH, OPTaHU3ALUN;

7.3.6. IlomydyeHne KOHKYPEHTHBIX TPEUMYIIECTB;

7.3.77. BHenpeHue AOMOJHUTENbHBIX (YHKUHMOHAIBHBIX BO3MOXKHOCTEH B
IporpaMMHOE OO€CleueHHe WM MPOrpaMMHO-TEXHMYECKHE CpEeACTBAa Ha JTare
pa3paboTKH;

7.3.8. JItoOOMBITCTBO WM JKEJIAaHUE CaMOpeaTU3allliH;



7.3.9. BbIsIBIEHHE YA3BUMOCTEN C LIEJIbIO0 UX NAIBHEUIIECH MPOJAKU U MOTYyUYECHUS
(VMHAHCOBOH BBITOJIBI;

7.3.10. Peanuzamus yrpo3 6€30macHOCTH UH(DOpPMALIMK U3 MECTH;

7.3.11. Peaymzarust yrpo3 Oe3omacHOCTH WHGOPMAIMK HETPEIHAMEPEHHO H3-3a
HEOCTOPOKHOCTHU WJIM HEKBATU(DUIIMPOBAHHBIX JEHCTBUM.

7.4. Tlpennonoxenus o 1edsX (MOTHBAIMK) HAPYIIUTENICH JENAlOTCsA C y4eTOM
neneit m 3amau WMC, Buga oOpabarbiBaeMod HMHQpOpMalMM, a TakXkKe C Y4eTOM
pe3yibTaTOB OLIEHKM CTETEHH BO3MOXKHBIX TMOCJIEACTBUI (yriep0a) OT HapylleHUs
KOH(HUICHIIMATEHOCTH, IIEJIOCTHOCTH WJTH JOCTYITHOCTH HH(OPMAIIUH.

7.5. BO3MOXHOCTM KaXJIOr0 BHJA HApPyWIUTEIs IO peaau3alud yrpos
Oe3omacHocTH WH(OpPMAIMK  XapaKTepU3YIOTCsl ero moTeHnuanoMm. IloTeHruman
HapyIIUTENsl  OMNPENENaeTCs  KOMIIETEHTHOCThIO, pecypcaMH ¢ MOTHBAlIUEH,
TpeOyeMbIMU ISl peasiu3aiuu yrpo3 OezomnacHoctu nHpopmanuu B UC ¢ 3a1aHHBIMU
CTPYKTYPHO-(DYHKITMOHAILHBIMU XapaKTEePUCTUKAMU u O0COOEHHOCTSIMU
GyHKIHMOHUPOBAHMUS.

7.6. B 3aBUCHMMOCTH OT MOTEHIMAala, TpeOyeMoro sl peaiu3alud yrpo3
0e3omacHOCTU UH(POPMAIUHU, HAPYIIUTENIH MOPaA3ICIIIOTCS Ha:

7.6.1. Hapymurenei, obnagaromux 0a30BbIM (HU3KUM) MOTEHIIMAIOM HamaJaeHUs
IIPU peanu3alnnun yrpo3 6ezonacHocty nHpopmannu B UC;

7.6.2. Hapymurene#t, oOnagaronmx 0a30BbIM MOBBIMICHHBIM  (CPEIHUM)
MOTEHIIMAJIOM HamMaJeHUs IPU peanu3anuu yrpo3 6ezonacHoctu uadopmanuu B UC;

7.6.3. Hapymurene#t, oOiagaronx BBICOKMM TMOTEHUIMAIOM HaMaJeHUs MpH
peanuzaiuu yrpo3 6ezomnacHocty uHpopmanuu B UC.

8. BOBMOXHBIE CI1IOCOBbI PEAJ/IM3ALINU YI'PO3

8.1. llempto ompeneneHuss BO3MOXKHBIX CIOCOOOB — pealu3alv  Yrpo3
6e3omacHOCTH MHGPOPMAIIMK SBISIETCS (POPMUPOBAHUE MPEATIONOKEHUM O BO3MOYKHBIX
CIEHApUsAX peaju3aluu yrpo3 Oe3omacHOCTH  MH(GOpPMalMH, OMUCHIBAIOLINX
NOCJIEI0BATEIbHOCTh (AITOPUTMBI) JIEHCTBUN OTAEIBHBIX BHUJOB HapyILIMTENCH WiH
TPy HAPYIIUTENEH U MPUMEHsIEMbIE MU METO/BI U CPEICTBA JIsl peallu3allii yrpo3
0e30macHOCTH UH(pOpMALUK.

8.2. Bo3MoxHbIe CIOCOOBI peanu3aluh yrpo3 0e30MacHOCTH HHGOpMALUH
3aBUCAT OT CTPYKTYPHO-(QYHKIIMOHAJbHBIX  XapaKTEPUCTUK U  OCOOEHHOCTEH
dbynakuuonuposanus VC.

8.3. VYrpo3sl Oe3zomacHOCTH WH(POPMAIUA MOTYT OBITb  PEATH30BAHBI
HapYIIUTEISIMU 32 CUET:

8.3.1. HecaHKunOHUPOBAaHHOTO JOCTyna W (MJIM) BO3IEWUCTBHS Ha OOBEKTHI Ha
amnmapaTHOM ypoBHE (IIporpaMMbl (MUKPOMPOTPAMMEI), «IIPOIIUTHIE» B allllapaTHBIX
KOMITOHEHTaX (YUl CeTax));



9 8.3.2. HecaHKIIMOHMPOBAHHOTO JIOCTyNa U (MJIM) BO3JCUCTBUS HAa OOBEKTHI Ha
oOmecucTeMHOM  ypoBHE  (0a30Bbleé  CHCTEMBI  BBOAA-BBIBOAQ, TUIIEPBU3OPHI,
ONepaIlMOHHBIE CUCTEMBI);

8.3.3. HecaHKIIMOHUPOBAHHOTO JOCTyNa W (WJIM) BO3ICUCTBUS Ha OOBEKTHI Ha
NPUKIAAHOM YpPOBHE (CHCTEMBbI yIOpaBieHHs OazamMu JaHHBIX, Opay3epbl, web-
MPUIOKEHUS, UHBIEC MPUKJIIAHBIE MPOTPAMMBbI OOIIETO U CHEIUATIBHOTO Ha3HAYCHHS);

8.3.4. HecaHKIIMOHUPOBAHHOTO JOCTyNa W (WJM) BO3JCHCTBUSA Ha OOBEKTHI Ha
CETEBOM YPOBHE (CETeBOE 00OPYA0BAHKE, CETEBbIC TPUIIOKEHUS, CEPBUCHI);

8.3.5. HecaHKIMOHUPOBAHHOTO (HU3UYECKOTO AOCTyna W (WJIM) BO3ICHCTBHS HA
JUHUH, (KaHAJbI) CBSI3U, TEXHUYECKHE CPEICTBA, MAIIMHHbBIE HOCUTENIN HH(POPMAIIH;

8.3.6. BosgeiicTBus Ha monb30BaTeNeH, aJMUHUCTPATOPOB OE30MACHOCTH,
OTBETCTBEHHBIX 3a OOBEKTHl HH(POpPMATH3ALMU WIH OOCTYKMBAIOIIUK TEpCOHAI
(conanbHas MHXKEHEPHS).

9. OCHOBHBIE ITOJIO’)KEHUA

9.1. Tpebomanusi mo obOecnedyeHuto wuHpopMmanronHou Oe3onacHoctu WTC
YupexaeHus: 00s13aTesIbHbI K COOJIIOICHUIO BCEMU €T0 T0KHOCTHBIMU JIUIIAMHU.

9.2. HeucnonHeHWe WIM HEKAYECTBEHHOE WCIIOJHEHHUE OOS3aHHOCTEH 0
oOecrieueHn0 MHOOPMAITMOHHONW O€30MaCHOCTH MOXET IOBJICYb JIMIIEHUE JIOCTYyMa K
HUC, a Ttakxe NpUMEHEHHE K BHHOBHBIM MEpP B COOTBETCTBHU C TPEOOBAHUSIMU
JIEUCTBYIOLIETO 3aKOHO/1aTEILCTBA.

9.3. C menpto peanuzalu MEPONPUSATUM MO oOecreyeHruo O0e30MacHOCTU
uH(OpMaIMU, HE COCTaBIAIONICH TOCYJAapCTBEHHYIO TaliHy, B YYCOHOM IIEHTpE
Ha3HAYCHBI OTBETCTBEHHBIC TOJDKHOCTHBIC JTUIIA.

9.4. PykoBojacTtBO VYupexaeHHs 00eCleuMBaeT pEryjsipHOE TMOBBILICHUE
KBaJU(DUKAITUHA STUX JIHIIL.

9.5. Opranuzanus u obOecrieyeHHe 3alUThl WHOOPMAIMU, HE COCTABISIONICH
roCyJapCTBeHHYIO TaiiHy, oOpabatbiBaemoii B kommoHneHtax UTC (MC) B ydeOHOM
IIEHTPE BO3JIaraeTcs Ha aMUHUCTpaTOpa O€30MaCHOCTH.

10. OCHOBHBIE TPEBOBAHUA

10.1. TpeboBanusi mo obecmneueHuto uHbopmanroHHon Oe3zonmacHocT B UTC
JOJDKHBI OBITh B3aMMOCBSI3aHbl U TPEACTaBIATH OO0 HEMpEepBIBHBIN MO 3aaayawm,
NOJICHCTEMAaM, YPOBHSM M CTaAMsAM >XU3HEHHOro nukia (ganee - JKI[) KOMIIOHEHTOB
NTC xoMIuieKC MEpONpUSITUH.

10.2. TpeboBanus k cucreme obOecneueHus HHOOPMAIIMOHHOW O€30MacHOCTH
UTC VYupexnaenus AOMKHBI ObITh CHOPMYIUPOBAHBI, B TOM YHUCJE IO CIECTYIOUUM
HaIpaBJICHUSIM:



10.2.1. HaznaueHue u pacnpeneieHue poJsiedl MOJKHOCTHBIX JIMI] CTPYKTYPHBIX
MOJpa3ACIICHUN;

10.2.2. O6ecneuenne napopmarmonHou 6e3onacuHoctu komnoneHToB UTC (MC)
Ha cragusax JKII;

10 10.2.3. 3ammra OT HECaHKIMOHHMpOBaHHOTO jgoctyna (mamee - HCI),

yIIpaBJICHUS TOCTYIIOM M peructpauueit nericrauid B UC;

10.2.4. AHTUBHpYCHAs 3alUTA;

10.2.5. Ucnonb3oBanue pecypcoB BLICII «MuaTpane™» u CU/ «HTEpHET;
10.2.6. Ucnonb30BaHue CpeacTB KpUNTOrpadhuIecKoi 3auThl HHGOPMAIUU;
10.2.7. Ucniosb30BaHKE 3JIEKTPOHHOU MOIINCH;

10.2.8. 3amura nepcoHaabHbIX TaHHBIX;

10.2.9. 3amuTta ocHoBHBIX KomnoHeHTOB UTC (MC).

11. OBIIIUE TPEBOBAHMS TP HABHAYEHUU U PACIIPEIEJIEHUU
OBSI3AHHOCTEM

11.1. g obecnieyenust 3pPpextuBHOr0 GyHKUHOHUPOBaHUS KoMrnoHeHToB UTC
JOJDKHBI  OBITh ONpPENENIEHbl COOTBETCTBYIOIIME OOS3aHHOCTU JOJDKHOCTHBIX —JIMI]
YupexaeHus.

11.2. ®opmupoBaHue U Ha3HaYCHHE 00SI3aHHOCTEHN JTOJKHOCTHBIX OCYIIECTBISAThH
C YYEeTOM COONIOICHHS MpPHUHLMIA MPEJOCTABICHUS MHUHUMAJIbHBIX MpaB U
MOJTHOMOYHM, HEOOXOUMBIX JIJIS1 BBIIOJIHEHUSI JOJKHOCTHBIX 00513aHHOCTEH.

11.3. O6s3aHHOCTH NTEPCOHU(PULIMPOBATH C YCTAHOBJIEHUEM OTBETCTBEHHOCTHU 32
UX BBIIIOJHEHUE.

11.4. OTBETCTBEHHOCTh JOJKHA OBbITh 3a(UKCUPOBAHA B  JIOJDKHOCTHBIX
MHCTPYKIUSAX WU OPraHU3alUOHHO-PACHIOPSIUTEIbHBIX JOKYMEHTAX CTPYKTYPHBIX
MOAPa3ACICHUN.

11.5. C uenpto MNpeaynpexacHUs BO3ZHUKHOBEHHMSI W CHHUXXCHHUS PHCKOB
HapylIeHus WH(OPMaLMOHHON O€30MacCHOCTH HE PEKOMEHYETCSl COBMEILIEHUE OHOTO
COTpyAHMKA (QYHKIUI MOIb30BaTENS U aIMUHUCTPATOPA.

11.6. JlomkHBI OBITH ONPEEIECHBI, BHIIIOJHATHCS U PETUCTPUPOBATHCS MPOLEAYPHI
KOHTPOJISL ~ JEATEAbHOCTH  JOJDKHOCTHBIX — JIMI[, OOJIaAlOIMX  COBOKYMHOCTBIO
MOJIHOMOYHM, ONIPeIeNIIeMbIX UX 00S3aHHOCTAMM, MO3BOJIAIOIIMMH MOJYYUTh KOHTPOJb
Ha/1 3allMIIaeMbIM HHHOPMAITMOHHBIM PECYpPCOM.

11.7. JomxHbl OBITH ONPEIEIICHBI, BHIIOIHATHCS U PETUCTPUPOBATHCS MPOLIETYPHI
npuemMa Ha paboTy, BIUSIONIME Ha obecreueHre WHPOPMAIMOHHON O0€30MacHOCTH U
BKJIFOYAIOLIIHE:

11.7.1. TIpoBepky NOAJIMHHOCTH MPEIOCTABICHHBIX JIOKYMEHTOB, 3asBJISIEMOU
KBIM(PUKALIMHA, TOYHOCTU U TIOJHOTHI OMorpaduyeckux (hakTos;



11.7.2. TlpoBepky B YacTM 3HAaHUHW U HABBIKOB B o00JacTu oOecreyeHus
nH(OPMAITMOHHON O€30MTaCHOCTH, OIIEHKY TPO(EeCCHOHATBLHOM MPUTOTHOCTH.

11.8. Ykazanuble nmpoueaypsbl JOHKHBI IPeIycMaTpuBaTh (UKCALIMIO PE3YJIbTATOB
IPOBOMMBIX ITPOBEPOK.

11.9. Pexomenayercsi onpeaeianTh, BBIIOJHIThL U PETUCTPUPOBATH C (hUKcAIe
Pe3yAbTaTOB MPOIEAYPHl PETYISAPHON MPOBEPKU B YACTU MPO(HEeCCUOHATBHBIX HABBIKOB
U OLUEHKH MNpOPEeCcCHOHANIBHOW NPUTOJAHOCTH JODKHOCTHBIX JIMII B  0OJacTH
oOecrieueHus THPOPMAIIMOHHON O€30MaCHOCTH, a TaK)Ke BHEIUIAHOBOW MPOBEPKHU - MIPU
BBISIBJICHMM  (PAKTOB WX HEIITATHOTO TMOBEACHMS, Y4yacTHsl B HHIUACHTAX
uH(GOPMaIMOHHON 0€30MaCHOCTH WIIH MOI03PEHHUM B TAKOM MOBEICHUH WIIA YYaCTHH.

11.10. Bce pomkHOCTHBIE JuIA, paboTaromme ¢ KOH(PHUIECHIIUATBHON
uHdopmaruer, JODKHBI JaBaTh MHCHBMEHHOE 0053aT€bCTBO O  COOIOJCHUU
KoHGuAeHIManpHOCTU. [Ipm 3TOM ycioBuEe O COONIIOEHUH KOH(PUIEHIUAIBHOCTH
JOJDKHO PAaclpoCTPaHITbCS Ha BCIO 3allUIIAEMyl0 HH(GOpPMALUIO, JOBEPEHHYIO
JOJKHOCTHOMY JIMILY WJIM CTaBLIYIO €MY U3BECTHOH B IIPOLIECCE BBINOIHEHUS UM CBOUX
JOJKHOCTHBIX 00S13aHHOCTEM.

11.11. ITpu B3aMMOACHCTBMM C BHEIIHUMH OpraHU3alusIMU TpeOOBaHUS IO
o0OecreyeHn0 HMHQPOPMALMOHHON  0€30MacCHOCTH  JOJDKHBI  PErIaMEHTHUPOBATHCS
MOJIO’KEHUSIMHU, BKITIOYAaEeMBIMHU B JIOTOBOPHI (COTJIAIIICHHSI) C HUMH.

11.12. OO0s13aHHOCTH JTOJDKHOCTHBIX JIMI[ TIO BBITIOJHEHUIO TPEOOBAHUM T10
obecnieueHn0 MH(GOPMAlMOHHON O€30MaCHOCTH JIOJKHBI BKIIIOUAThCS B CIIy)KEOHBIE
(Tpy10BBIE€) KOHTPAKTHI (COTJIAIIEHNUs, JOTOBOPHI) U (WJIN) TOJKHOCTHBIE MHCTPYKIIMH.

12. OBIIME TPEBOBAHHUSA K OCHOBHBIM KOMIIOHEHTAM
UH®OPMAIIMOHHO-TEJEKOMMYHUKAIIMOHHOMN CETH

12.1. B wundopmammoHHsix cucremax, peanusyromux komnoneHtsl WTC
Yupexaenus, nndopmaius kiaccuPuImpyeTcs Kak:

12.1.1. O6menocTymHas;

12.1.2. KonduneniuanpHasl.

12.2. Kaxaomy Buay MH(pOpMALMU COOTBETCTBYET CBOM HEOOXOAMMBIA YPOBEHB
3aIuThI (CBOM HaOOp TpeOOBaHUH 1O 3aIUTE).

12.3. B xauecTBe 00BEKTOB 3aIUThI JOJHKHBI PACCMATPUBATHC:

12.3.1. UudopmarimoHHbie pecypcChl;

12.3.2. Ynpasstomias uapopmarus UC;

12.3.3. udopmarimoHHbIN TEXHOJOTUYECKUN TTPOIIECC;

12.3.4. O6bexThI UHPOPMATU3AIIHH.

12.4. YdeOHBIi IIEHTpP, B YaCTU KacalolleWcs 3aluThl HHQPOpMAIUU, HECET
OTBETCTBEHHOCTH 3a:



12.4.1. loctoBepHOCTh MH(pOpMAIIMU, OPUIIHATIEHO MPEIOCTABIISIEMON BHEITHUM
OpraHu3alysIM U IPaKIaHaAM;

12.4.2. JIoCTOBEpPHOCTh M BBINOJHEHUE PErIAMEHTa MPENIOCTABICHUS BHEUIHUM
OpraHm3alusM ©W Tpaxna€Ham uHboOpMaluu, 0O0sA3aTeIbHOCTh W MOPAJIOK
MPEIOCTaBIIEHUS KOTOPOU OIpeAesieHbl 3aKoHoaTeabcTBOM Poccuiickoit denepanuun
W/WIY HOPMATUBHBIMU Y UPEKICHUS WU COTJIAIIEHUEM CTOPOH;

12.4.3. OOecrnedyeHrue COOTBETCTBYIOIIETO 3aKOHOJATENbCTBY Poccuiickoi
denepanid ypoBHs 3alIUThl, KaKk COOCTBEHHOW HHpOpMalMH, Tak U UHGOpPMAIHH,
o(pUIIMaTBEHO MOJIYYeHHOM U3 BHEIIHUX OpPraHU3alri U OT TPax/IaH.

12.5. JlomyckaeTcsi COBMEIICHUE BHITIOTHEHHS YKa3aHHBIX (DYHKUIHUN C APYTUMU
00513aHHOCTSIMH.

12.6. AnMuHHCTpaTOp G€30MACHOCTH JOJKEH UMETh CITy>KeOHbIe TTOTHOMOYHS T10
HAaCTPOMKE MMApaMETPOB CHCTEMBI, OMPEACISAIOMINX MOJHOMOYHUS IMOJIb30BaTENEN MO
JOCTYIY K HH(MOpMAaIIH.

12.7. AnmunucTtpatop 6€30MacHOCTH JOJIKEH UMETh IIPABO J00ABISATh B CUCTEMY
HOBOT'O TMOJb30BATENS, & TAKKE YAAIATh U3 CUCTEMBbI TAaKOIO IMOJb30BaTelisd, HO C
00s3aTENbHBIM TPEBAPUTENBHBIM COIIACOBAHMEM YCTAHABIMBAEMBIX IPAB JIOCTYIA
MOJIb30BaTENIe K HMH(POpPMAlMU C OTBETCTBEHHBIM 3a OpraHu3alnuio oOpabOTKH u
oOecrieyeHne 0€30NacCHOCTH.

12.8. VYcranaBnuBaeMble TpaBa JocTyna K UWHGOpMAIMU Ha3HAYAIOTCS
HaYaJbHUKOM Y UpPEIKJICHHUS.

12.9. Nndopmanronnas Oe30macHOCTh oOecrieunBaeTcss Ha Bcex craamsax KIJ
koMrioHeHToB UTC (MC), ¢ ydyeTtom Bcex CTOpPOH, BOBJIE€UEHHBbIX B mpouecchl KI]
(pa3pabOTUYMUKOB, 3aKAa3UUKOB, TOCTABIIMKOB MPOAYKTOB U YCIYT, SKCIUTYyaTUPYIOIIUX U
HAJ30pHBIX MOPAa3ACICHHUI, aIMUHUCTPATOPOB CUCTEM U KOHEUHBIX MOJb30BATEIEH ).

12.10. Cragunm u stanbl cozmanusi komrnoHeHtoB UTC (MC) onucwiBaroTcst B
COOTBETCTBYIOIINX KOMIUJIEKCAX CTAHIAPTOB HA ABTOMATU3UPOBAHHBIE CUCTEMBI.

12.11. 3amura uadopmanmu, coaepxarieiicss B UC, aBisieTcsi COCTaBHON 4acThiO
pabot no co3ganuto u dkciutyaranuu MC u oOecrieunBaeTcs Ha BCeX CTaAMsX (dTarmax)
€€ CO3MaHusl M B XOAE OKCIUTyaTallud IyTeM MPHUHATUS OPraHU3alUOHHBIX U
TEXHUYECKUX Mep 3aluThl HWHGOpPMALUM, HAMPABICHHBIX Ha OJOKUPOBAHHE
(merTpanuzanuio) yrpo3 OesomacHocTH uHpopmanuu B HMC, B paMmkax CHUCTEMbI
(moacuctemsl) 3ammthl nHGopmanmu MC (nanee - C3U UC).

12.12. OpraHuzaiiioOHHbIE ¥ TEXHMYECKHE MEPbl 3allUThl HWHPOPMAIIUH,
peanmu3yembie B pamkax C3U UC, B 3aBucHMOCTH OT MH(POPMAIIUU, COACPKAIIEHCS B
NC, ueneit coznanus C u 3aaay, pemaembix 3toil IC, HanpaBiieHbl Ha UCKIIOYEHHUE:

12.12.1. HemnpaBoMepHbIX JOCTyIa, KOMNHPOBAHUS, MPEIOCTABICHUS WU
pacnpocTtpaneHust uHbopmaluu (odbecreueHne KoH(UICHIINaTLHOCTH HH(DOPMALIHHN);

12.12.2. HenpaBOMEpHbIX YHUUYTOXXKEHHSI WIM MOIUDUIIMPOBaHUS MHGOPMALINU
(oOecnieueHue 1EIO0CTHOCTH UHGOPMAITUN);



12.12.3. HempaBomepHoro  OyiokupoBaHus  uHpopMamuu  (obecniedeHue
JOCTYITHOCTH UH(POPMAIIHH).

12.13. Jlns oOecneueHusi 3amuTel uHPOpMaluu, cogepxameiicas B UC,
MPOBOJSTCS CIAEAYIOIIUE MEPOIIPUSTHUS:

12.13.1. ®opmupoBaHue TpeOOBaHUI K 3amuTe WHQOpMAIMM, COACpKAIICHCs B
NG,

12.13.2. Baeapenue C3U UC;

12.13.3. Arttectanus 1o TpeOoOBaHUSAM 3alUThl  HHGOpMaIuu (manee -
aTTeCTallMsl) U BBOJ| €€ B AKCIUTyaTalluIo;

12.13.4. OGecrnieuenune 3amuThl KHGOPMAIIUA B XOJI€ IKCIUTyaTaIluH;

12.14. Jlns oOecnedeHus 3ammThl wHGopManuu, coaepxkameiics B HC,
MPUMEHSIOTCSI CPEJICTBA 3aIMUTHl MHGOPMAIIMH, MPOIICANINE OIEHKY COOTBETCTBHS B
dbopme o0s3aTebHON cepTHhUKAIIMA HA COOTBETCTBUE TPEOOBAHUSAM 110 0€30IaCHOCTH
uHdopMaIuu.

12.15. BeimonHeHue paboOT Ha BCEX CTAIUAX >KU3HEHHOTO IMKJIA KOMIIOHEHTOB
NTC (UC) B yacTu BompocoB oOecreueHus: MHPOPMAITMOHHON 0€30MacCHOCTU JT0JHKHO
OCYILECTBIISITHCA 1O COTJIACOBAHUIO U MOJ] KOHTPOJIEM aAMUHUCTpATOpa O€30MaCHOCTH.

12.16. Dxcmnyatupyembie UC u (Mu) MX KOMIOHEHTHI JIOJKHBI OBITH CHAOKEHBI
JIOKYMEHTAIMEN, COAEPHKAILECH OonrcaHne pean3oBaHHbix B C 3allIMTHBIX MEp, B TOM
YHCJIe OMHCAHWE COCTaBa M TPEOOBAHMM K peai3allii OPTaHU3AIMOHHBIX 3AIIUTHBIX
Mep, COCTaBa U TPeOOBaHUI K DKCIUTyaTallud TEXHUYECKUX 3aITUTHBIX MEP.

12.17. B moroBop (koHTpakT) 0 mocTtaBke rotoBeix C31 MC u ux KOMIOHEHTOB
JIOJDKHA ~ BKJIIOYATBCSI  COMYTCTBYIOIIAsl  JOKYMEHTAIMSl TO  COMPOBOXKICHUIO
MOCTAaBJIIEMBIX U3JEJIHI Ha BECh CPOK UX CITY>KOBI.

12.18. B cayuyae HEBO3MOXHOCTH BKJIIOYEHHS B JOrOBOp (KOHTPAKT)
COMYTCTBYIOUIEH JIOKYMEHTAIlUM, JOJKEH OBbITh MPUOOPETEH TMOJIHBIM KOMIUICKT
JIOKyMEHTAIuu, oOecrneunBaronuii Bo3MOKHOCTh corpoBoxaenus C3U UC u ux
KOMITOHEHTOB 0€3 yuacTus pa3paboTyuka.

12.19. Ha cragun nskcmnyaramuun kommnoHeHToB WTC (MC) nomkHbI OBITH
ONPEICNICHBI, BBIIOJHATHCS U PETUCTPUPOBATHCS MPOLETYPbI:

12.19.1. Kontpons padotocnocodHocTr ((hyHKIHMOHUPOBaHUS, 3(H(PEKTUBHOCTH)
peanuzoBanHbiXx B MC 3amuTHBIX Mep, B TOM UHCIE KOHTPOJIb pealu3aluu
OpraHU3allMOHHBIX 3alIUTHBIX MEpP, KOHTPOJb COCTaBa M IMapaMeTPOB HACTPOUKH
MPUMEHSIEMbIX TEXHUUECKUX 3aIUTHBIX MEP;

12.19.2. KoHTpoJisi OTCYTCTBHSI YSI3BUMOCTEH B 00OPYIOBaHMMU U MPOTPaAMMHOM
obecnieuennu 1C;

12.19.3. KouTpoisiss BHeceHUs H3MEHEHH B mapameTrpbl HacTpoiiku HWC wu
MPUMEHSIEMbIX TEXHUUECKUX 3aIUTHBIX MEP;

12.19.4. KonTpoas HeooxoauMoro oOHOBJIEHUs ITporpaMmMHoro obecneuenus MC,
BKJIIOUAs MPOrpaMMHOE 00ecTiedeHNEe TEXHUYECKUX 3alIUTHBIX MEp.



12.20. Ha cramuu skcrnyatanuu komrnoHeHToB WTC (MC) nomxHBI OBITH
ONPEENECHBI, BBINOIHATHECA M PErUCTPUPOBATHCA NPOLEAYPbl KOHTPOJIA COCTAaBa,
YCTaHaBIMBAEMOTO U (MJIHM) UCIIOJIB3YEMOTO MPOTPAMMHOI0 00ECIIEUEeHHUS.

12.21. JlookHBI OBITH OMNpPEACNICHBI, BBIMIOJHATECS M KOHTPOJIUPOBATHCS
poLIEeTypbl, HEOOXOUMBIE /1JIs1 00€CTIeUeHUsI COXPAHHOCTH HOcUTeNeH nHGOpMAaIIHH.

12.22. Ha craguu compoBoxaeHusi (MoaepHu3anuu) kommnoHentoB MTC (MC)
JOJDKHBI OBITH ONIPEIETICHBI, BBITIOJHATHCS U PETUCTPUPOBATHCS MPOLIETYPbl KOHTPOJIS,
00eCIeynBaloIINe 3alIUTY OT:

12.22.1. YMBIIUIEHHOTO ¥ HEYMBIIIJIEHHOTO HECAHKIIUOHUPOBAHHOTO PACKPBITHS,
MOAU(PUKAIINHA WIW YHHUTOXXCHHUS HHPOPMAIIHH;

12.22.2. Otka3a B 00CITy’>KUBaHUH WU YXYAIIEHHS OOCITYKUBAaHHUS.

13. OBIIME TPEBOBAHMS ITPU YIIPABJIEHUU JOCTYIIOM N
PETUCTPALIUHN

13.1. B cocrabe HNC npomxHbl npuMmeHATbes 3amuTHble Mepsl oT HC/]
HEperiaMeHTUPOBaHHbIX neicTBuil (manee - HPJI), a Takke cpeacTBa 3amiuTh
uH(popMauu, cepTUu(GPUIMPOBAHHBIE IO TPEOOBAHUAM 0€30TaCHOCTH HH(POPMALIUH.

13.2. 3ammutaeie Mepbl oT HCJl moimkHBl oOecrieurnBaTh COKPBITUE BBOJUMBIX
CyObEeKTaMH JOCTyNa ayTeHTU(UKALMOHHBIX JaHHBIX HA YCTPOMCTBAX OTOOpa)KEHUS
uHpopMaIuu.

13.3.  Pa3memeHue  ycTpoMicTB  OTOOpaxkeHUS  MHQOpPMAUM  JOJKHO
MPENsTCTBOBATH €€ HECAHKIIMOHUPOBAHHOMY MIPOCMOTPY.

13.4. JomxHbl OBITh ONpPENENEHbI, BBINOIHATLCA, PETUCTPUPOBATHCS U
KOHTPOJIMPOBATHCS NPaBUIIa U MPOLIEAYPHI:

13.4.1. Unentuduxanuu, ayrTeHTUPUKALMK, aBTOPU3ALMN CyOBEKTOB J0CTyNa, B
TOM 4YHCJI€ BHEIIHHUX CYOBEKTOB JOCTYIA, KOTOpPbIE HE SBISIOTCS JIOJKHOCTHBIMHU
munamu JlemaprameHTa mo BOmpocaM OOIIECTBEHHOM Oe3zomacHOCTH WM [ J1aBHOTO
ynpasieanss MUC Poccun mo Camapckoit 00jacTH, W MPOTPAMMHBIX IPOIIECCOB
(cepBHUCOB);

13.4.2. Pasrpanuuenusi goctyna K HWH(GOPMAIMOHHBIM pecypcaM Ha OCHOBE
pOJIEBOTO METOAA, C OMNpEeNeiIeHUEM i KaKIO0W pOoJIM MOJHOMOYMMA MO JIOCTYIMy K
MH(OPMAIMOHHBIM pECYpCaM;

13.4.3. YnpaieHus mpeoCTaBICHHUEM OT3bIBOM U OJIOKHPOBAHUEM JIOCTYIIA;

13.4.4. Peructpanuu neWcTBuii CyOBEKTOB J0CTyma ¢ oOecreuyeHneM KOHTPOJIS
LEJIOCTHOCTH M 3aLIUThI JAHHBIX PETUCTPALUY;

13.4.5. YnpaBnenust uAeHTU(PUKAITUOHHBIMU JaHHBIMHU, ayTEeHTH(PUKAIMOHHBIMU
JTAHHBIMH U CPEJICTBAMU ayTEeHTU(UKALINH;

13.4.6. YnpaBieHusi y4eTHbIMH 3aITUCAMU CYyObEKTOB JIOCTYIIA;



13.4.7. OrpanuueHusi JEUCTBUM MOJIb30BATEIEH 110 W3MEHEHUIO HACTPOEK MX
aBTOMATHU3UPOBAHHBIX pabounx mect (nanee - APM), B ToMm 4mcie MCIONb30BaHUE
orpaHudeHuii Ha n3meHenue BIOS;

13.4.8. OrpanuueHuss OEHUCTBUHA NOJB30BaTENIEd MO W3MEHEHHUIO MapaMeTpOB
Hactpoek UC;

13.4.9. BpisBaenust U OJOKMPOBaHUS HECAHKIIMOHUPOBAHHOTO INEPEMELICHUS U
KOIIMPOBaHUS UH(POpMALH;

13.4.10. VckiroueHrue HCMOJb30BaHUS TEXHOJOTHM OECIPOBOJHOIO JOCTyIa K
uHbOpMaInu;

13.4.11. Ucnonb30BaHus MOOMJIBHBIX YCTPOWCTB IIJISl JOCTyNMa K MH(QOpMAINK B
clly4ae uX MPUMEHEHUS.

13.5. JIomKHO OBITh peaii30BaHO BEACHHUE JIEKTPOHHBIX JKYPHAJIOB JEUCTBHS U
omnepaluii  aBTOMATU3MPOBAaHHBIX  paboO4YMX MECT, CEpPBEPHOIO U  CETEBOIO
oOopynoBaHusi, MexcereBblXx 3KpaHoB U MC ¢ 1menplo MX HCIONB30BaHUS TIpU
pearupoBaHMM Ha MHIMIEHTHI HH)OPMALIMOHHON O€30MaCHOCTH.

13.6. Cucrtema ynpaBie€HHsS JTOCTYIIOM, PErHUCTPAllMM U Y4yeTa MOXET ObITh
peanu3oBaHa ¢ MOMOIILI0 MTaTHBIX cpenicTB MC (onepaliioHHBIX CUCTEM, TTPUIIOKEHUM
u CVYBJl) wwin wucnons3oBaTh CepTUUUUPOBAHHBIE WM pa3pelleHHbIe K
NPUMEHEHUIO cpeAcTBa 3amuThl nHPopmanuu ot HC/I.

13.7. Hcnonp3oBaHue OHMOMETPUYECKMX UM TEXHUYECKUX (C MOMOUIbIO
AJIEKTPOHHBIX Kitoder mnu OIl) mMep ayreHTUUKAMM AJI1 HEKOTOPHIX KOMIIOHEHTOB
UTC.

13.8. [omxeH OBbITh ONpENENEH, BBINOJHITHCS, PErUCTPUPOBATHCA U
KOHTPOJIMPOBATHCS MOPAIOK JOCTYIA K 3allIUIEHHBIM 00beKTaM HHPopMaTu3auu. 15

13.9. JlomxHbl OBITH ONpEACNCHbl U JIOBEJCHBI 10 CBEACHUS JTOJLKHOCTHBIX JIMI]
VYupexxaeHnuss Npoueayphl, OINpEAeNAIoNre ACHCTBUS B CiIy4ae KOMIIPOMETAIUU
uHdopmaIuu, HEOOXOTUMON Il WX HWIAEHTU(UKAIMU, ayTeHTU(UKAu U (UIn)
aBTOpHU3allMM, B TOM YHCJE MPOU3OLIENNIeH MO0 WX BUHE, BKJIIOYas MHPOPMALUIO O
croco0ax pacrno3HaBaHUs TAKUX CIy4aeB.

13.10. Tlpum yBOJABHEHHMHM WJIM W3MEHCHUU JOJDKHOCTHBIX OO0s3aHHOCTEH
JOJDKHOCTHBIX — JIML, HWMEBIIMX JOCTYN K HWHPOpMALMH, HEOOXOIAUMOM  JUIs
UAeHTUGUKALIMY, AyTeHTU(DUKAIUHU U (WIM) aBTOPU3ALIUU M10JIb30BaTeIe KOMITIOHEHTOB
UTC (MC), HeoOXOAMMO  BBIMNOJHUTH  PErJIAMEHTUPOBAHHBIE  MPOLETYPHI
COOTBETCTBYIOILIETO NEPECMOTPA MPaB JOCTYINA.

13.11. PaGoTa Bcex qOKHOCTHBIX JIHII (TTOJI30BATENCH, aIMUHUCTPATOPOB U T.11.)
B cet UTC nomkHa OCYHIECTBIATHCA MOl YHUKAIBHBIMU U IEPCOHUPUIIMPOBAHHBIMU
YYETHBIMU 3aMHUCSIMHU.



14. OBIIME TPEBOBAHMSI ITPU PABOTE C ITPOT'PAMMHBIMH
CPEACTBAMUA

14.1. Ha Bcex aBTOMaTHU3MPOBAHHBIX pabOYMX MECTaX U CepBepax, 00pa3yIoIINX
koMIioHeHTel UTC VYwupexneHus, NOJDKHBI NPUMEHATHCS CPEACTBA AHTHUBUPYCHOMN
3aINTBHI.

14.2. JlomxHBI ObITh OIPEEIIEHBI, BHIIOIHATHCSA U KOHTPOJIUPOBATHCS IPOLEAYPbI
YCTAaHOBKM U PETYJPHOTO OOHOBJIEHHUS CpPEICTB AaHTHUBHUPYCHOM 3alllUTHl Ha
aBTOMAaTU3UPOBAHHBIX PA0OYMX MECTAX U CEPBEPAX.

143. PexomeHnmyeTrcss  opraHu3oBaTh  (YHKIIMOHMPOBAHHE  MOCTOSHHOU
AHTUBUPYCHOM 3alUThl B AaBTOMAaTUYECKOM PEXKHME W ABTOMATUYECKUU PEKHUM
YCTAaHOBKA OOHOBJICHHI AHTHBUPYCHOI'O IPOrPaMMHOI0 OOecHedyeHHss M ero 0a3
JAHHBIX.

14.4. OTknro4YeHHWE WM HEBBINOJHEHHUE IMPOLEAYp OOHOBIECHHUS aHTUBUPYCHBIX
CPEIICTB HE JOIYyCKAETCS.

14.5. Hcnonp3oBaHHE CBEMHBIX HOCHTENEH HWH(OpMAUUU JOJKHO OBITh
pPErJIaMEHTUPOBAHO C 00sA3aTENbHOW WX MPOBEPKOW CpeACTBAaMU AHTHUBUPYCHOM
3aIUTHI.

14.6. Ilpu oOecrieyeHUM aHTUBUPYCHOM 3alUTHI JOJKHBI ObITH pa3pabOTaHbl U
BBEJICHBI B JICIICTBUE MHCTPYKIMH 10 AaHTUBUPYCHOM 3aIlIUTE.

14.7. YcranaBauBaeMoe WJIM HM3MEHSIEMOE MPOTpaMMHOE OOEcreueHue TOJIKHO
OBITh MPEABAPUTEIHHO IPOBEPEHO HA OTCYTCTBUE BUPYCOB.

14.8. Tlocne W3MeHEHHs MPOTPAMMHOTO OOECTIeUeHHUsI TOJKHA OBITH BBITIOJHEHA
aHTUBUPYCHAs MPOBEPKA.

14.9. Ha pabouux mecrax komrnoHeHToB UTC He nomyckaeTcss ycTaHOBKAa M
UCIIOJIb30BAaHUE TPOTPAMMHOIO OOECIEYEHUsl, HE CBSA3aHHOTO C BBINOJIHEHUEM
KOHKPETHBIX (PyHKITUI B TexHoJorndeckux npoueccax UTC.

14.10. [HomkHbl OBITH OIpPEAENCHBbI, BBIMOIHATECS M KOHTPOJIUPOBATHCS
OpOLEAYpHl, BBINOJHSIEMbIE B ciyyae OOHApYXEHHs KOMIBbIOTEPHBIX BHPYCOB, B
KOTOPBIX, B YACTHOCTH, HEOOXOUMO 3a(hUKCUPOBATD:

14.10.1. HeobGxomumble Mepbl MO OTPAXEHUIO MU YCTPAHEHHIO TMOCIEICTBHMA
BUPYCHOM aTaKu;

14.10.2. Iopsiaok odunraibHOr0 HHPOPMUPOBAHUS PYKOBOJICTBA;

14.10.3. [lopsimok MPUOCTAHOBJICHUSI MPU HEOOXOIUMOCTH PpalbOThl (Ha MEpUO
YCTpaHEHUsI MOCIJIEICTBUI BUPYCHOM aTaKH).

14.11. KoHTpoab 3a yCTAaHOBKOM M OOHOBJICHUEM aHTUBUPYCHBIX CPEJICTB JOJLKEH
ObITh  BO3JIOKEH Ha JOJDKHOCTHBIX JIMI, HA3HAYCHHBIX AaJMUHUCTPATOPaMU
0€30I1aCHOCTH.

14.12. OTBETCTBEHHOCTh 32 OPraHM3alMI0 BBINOJHEHUS TPeOOBAHMIA IO
AHTUBUPYCHOM 3aIllMTE JOJKHA ObITh BO3JIOKEHA HAa aIMUHUCTpaTOpa O€30MacHOCTH



14.13. O6513aHHOCTH IO BBITIOIHEHHUIO NIPEAUCAHHBIX MEP aHTUBUPYCHOM 3aIlIUThI
JOJKHBI  OBITh BO3JIOKEHBI Ha Ka)/J10€ JOJDKHOCTHOE JIUI0, MMEIOIMIEr0 JOCTYH K
aBTOMAaTHU3HpPOBAaHHOMY pabouemy mecty u () UC.

15. OBIIUE TPEBOBAHMUS ITPU UCITOJIB3OBAHUUNU PECYPCOB CII
«~AHTEPHET»

15.1. Pecypcel CIIJ] «MlHTEpHET» YUpexKAeHNEM UCTIOJIb3YIOTCS I MOJyYCHUS U
pacrpocTpaHeHus] MHQOpPMAIMH, CBA3AHHOW C MPOGECCHOHATBHOU esTeNbHOCTHIO,
nH()OPMAITMOHHO-aHATTUTHIECKON paboTol, 0OMEHa COOOIICHUSMH, a TAK)KE BEIACHUS
MEKBEIOMCTBEHHOTO HH(POPMAIIMOHHOTO B3aUMOICHCTBUSI.

15.2. noe ucnonb3oBaHue pecypcoB ceTh MHTEpHET NOKHO pacCMaTpUBaThCS
KaK HapylieHue nHGOPMAIIMOHHON 0€30MacHOCTH.

15.3. B cBsI3U ¢ MOBBIIIEHHBIMH PUCKaMU UH(GOPMAIIMOHHON 0€30MacHOCTH TMPHU
B3aumogericteuun ¢ CIIJ] «MHTEpHET», NOMKHBI TPUMEHATHCS COOTBETCTBYIOILIUE
CpelcTBa 3alUThl MH(pOpManuu, oOecleunBaloIMe MPUEM U Iepefady UHbopManuu
TOJIBKO B YCTAHOBJIEHHOM (pOpMATE U TOJIBKO JIJIsl KOHKPETHOM TEXHOJIOTHH.

15.4. llpenHa3zHayeHHbIE AJI1 ATOTO CPEJCTBA 3alIUThl HHPOPMAILIMK, B TOM YHUCIIC
muppoBalibHbIE (KpUNITOTpa(UUECKUE) CPEICTBA, TOJKHBI MPOWTH CEPTU(UKALUIO B
YCTaHOBJICHHOM 3aKOHOJaTeIbCTBOM Poccuiickoit denepannu Mopsiike.

15.5. B yupexnenun Ao0ikHA OBITh pa3paboTaHa M BBEJCHA B JICHCTBUE
UHCTPYKLHMSA U 110 ucnonb3zoBanuto CII «aTepHeT».

15.6. IloutoBwlii 0OMeH dyepe3 ceTb HWHTEpHET AOHKEH OCYLIECTBISTHCS C
MCIIOJIb30BAaHUEM 3AILUTHBIX MEp, BKIIIOYAsi AHTUBUPYCHYIO 3aILIUTY.

15.7. ns oOHapy»eHHs] KOMIBIOTEPHBIX aTaKk HEO0OXOJUMO HCIMOJIb30BaTh
CUCTEMBbl ~ OOHapy>K€HHsI  BTOPKEHUW, pEaJTM30BaHHbIE MPOTPAMMHBIMH WM
MPOTrpaMMHO-aNNapaTHbIMU CPEACTBAMH.

15.8. HWcnonb3oBanue cetu HWHTEpHET JOMKHO OBITH CAHKIMOHUPOBAHO
HA4YaJIbHUKOM Y UpEKICHUS.

16. OBIIUE TPEBOBAHUSA ITPU UCITOJIB3OBAHUU CPEJICTB
KPUIITOIPA®GUYECKOM 3AIIUTHI HHOOPMAIIUA

16.1. CpenctBa kpuntorpaduueckoit 3ammTel uHopmaruu (mamee - CK3U)
MpeIHA3HAYCHBI JIJIS1 3alUThl HHPOpPMAIMK MPpU ee 00paboTKe, XpaHEHUHU U Tepeaade
110 KaHajaM CBS3H.

16.2. IIpumenenue CK3U A0MXKHO MPOBOAUTHCA B COOTBETCTBUU C MOJIEIIBIO
yrpo3 U Mojenbto Hapymutens. 16.3. Pabotel mo obecnevenuto ¢ nomoibio CK3U
0e30macHOCTH MH(POPMALIMM MPOBOASATCS B COOTBETCTBUU C 3aKOHOAATENbCTBOM PO,
HOPMAaTUBHBIMHU JTOKYMEHTAMH, PETIaMEHTHPYIOIMMU BONpockl 3kcruryatannn CK3U,



texHuuecko nokymeHtamued Ha CK3W u nunensuonHeiMu TpeboBanusimu DOCh
Poccun.

16.4. Jlus oOecreuenus Oe30macHOCTH HeoOxoaumo wucnonb3oBath CK3HU,
KOTOpBIE:

16.4.1. JlomyckaioT BCTpauBaHUE B TEXHOJOTUYECKHE TMPOIECChl 00padOTKU
AJNIEKTPOHHBIX ~ COOOIEHMM, OO0ecrneynBalOT B3aUMOJCHCTBUE C  MPUKIATHBIM
POrpaMMHBIM 00€CIieYeHHEM Ha YpOBHE 00paOOTKH 3alpOCOB Ha KpUnTorpaduueckue
npeoOpa3oBaHus U BbIJAa4M PE3YJIbTATOB;

16.4.2. CepruduimpoBanbl YIOJIHOMOYEHHBIM TOCYJaPCTBEHHBIM OPTaHOM JHOO0
umeroT paspemenue ®Cb Poccun.

16.5. YcraHoBKa 1 BBOJ B AKCILTyaTaluIo, a Takxke 3kcruryatauusa CK3U nomkHb
OCYILECTBIISITECA B COOTBETCTBHUHM C SKCILTyaTallMOHHOM M TEXHUYECKOU TOKYMEHTAlUEH
K 3TUM CpPEJICTBaM.

16.6. JlomkeH OBITH OMNpeAeNieH U YTBEPKACH pPEEeCTp OJDKHOCTHBIX JIHII,
UMEIOIINX JOCTYM K KIIF0UeBOM HH(MOpMAIUu.

16.7. K pabore nHa APM c ycradoBieHHeiM CK3UW pomyckaroTcs TONBKO
OIpEJICIICHHbIE TUIS JKCIUTyaTallMd  JOJDKHOCTHBIE — JIMLA, MIPOIIEIIINE
COOTBETCTBYIOIIYIO  IMOATOTOBKY W  O3HAKOMIIEHHBIE C  IOJIb30BATEIbCKOMN
nokyMeHrauen Ha CK3U, a Takke 1pyruMmyu HOpPMaTUBHBIMU JOKYMEHTAMH.

16.8. K ycraHoBke OOIIECUCTEMHOTO U CHEHUAIBHOTO MPOTPAMMHOTO
obOecrieuenusi, a Ttakxke CK3W, nomyckaiorcs goBepeHHBbIC JOJKHOCTHBIC JIMIIA,
MPOIIENINE COOTBETCTBYIOLIYIO IOJTOTOBKY U HW3Y4YMBIIME JOKYMEHTAlMIO Ha
cootBercTByroniee [10 u na CK3U.

16.9. 3amaum opranmsanmm padbotr mo wucnoiab3oBaHnio CK3W, BeIpaboOTKH
COOTBETCTBYIOIIMX HWHCTPYKUMH JUIsl TOJIb30BAaTelied, a TakXKe KOHTPOIK 3a
coOtoileHneM TpeOoBaHUI 1O O€30MACHOCTH BO3JIAralroTcs Ha aJAMUHUCTpATOpa
0€30I1aCHOCTH.

16.10. JlomkHO OBITh HCKIIOYEHO OECKOHTPOJIbBHOE TMPOHUKHOBEHHE U
npeObIBaHNE B 3alMIIEHHBIX MOMEIICHUSX, B KOTOPBIX Pa3MENIAlOTCd TEXHUYECKUE
cpeactBa APM, NMOCTOPOHHUX JIMII, IO POAY CBOEU NIESITEIBHOCTH, HE JOMYIICHHBIX K
paboTe B yKa3aHHBIX MOMEIICHUSX.

16.11. B ciiyyae HEOOXOJUMOCTH PUCYTCTBUSI MOCTOPOHHUX JIUII B 3aLUILEHHBIX
MOMEIIEHUSIX, B KOTOPBIX pa3MeIIalTcsl TexHuueckue cpeacrsa APM noipkeH ObITh
obecrieueH KOHTPOJIb 32 UX JICHCTBUSIMHU.

16.12. Pekomenayercsi ucnoyib3oBath APM ¢ CK3U B 01HOMOIB30BATEIHCKOM
pexxume. He momyckaercst octaBnath 6e3 koHTposis APM npu BKIIFOUEHHOM MUTAHUU U
3arpy’keHHOM mnporpamMmMHoM obOecnieuennn CK3W mocme BBoma — KITlOueBOM
uHpopManuu.

16.13. Tlpu yxome ¢ pabouyero MecTta MoJib30BaTelb JOJKEH BBIUTH CO CBOEH
YYETHOU 3aIMCU ONEPALIMOHHON CUCTEMBL.



16.14. PexomeHayeTcss NpeayCMOTPETh MEPbl, MCKIIOYAIONIME BO3MOXKHOCTH
HECAaHKIIMOHHUPOBAHHOTO  W3MEHEHWs  ammapaTtHol vactu  APM,  Hanpuwmep,
oreyaThIBaHUE CUCTEMHOTO O6510ka APM amMuHuCcTpaTopom.

16.15. PexoMeHyeTcs TPUHATH MEPbl MO HCKIIOUYECHHUIO BXOXKJICHHS JIWIl, HE
OTBETCTBEHHBIX 3a aaMuHHCcTpupoBaHue APM, B pexum koHdurypupoBanus BIOS
(HampuMep, C UCHOJIB30BAHUEM MAPOIHLHON 3aIIUTHI).

16.16. Pexkomennyercs omnpenenuts B BIOS ycTaHOBKH, HCKIIOYAIOIINAE
BO3MO>KHOCTh 3arpy3Kd OINEPALMOHHON CHUCTEMBI, OTJIMYHOM OT YCTAHOBJIEHHON Ha
KECTKOM JHCKE: OTKJIIOYAeTCs BO3MOXHOCTh 3arpy3Kd € THOKOTO IHMCKa, MPHUBOJA
CDROM, wuckioyaroTcs Npoyue HeCcTaHAapTHele BHIbI 3arpy3kun OC, BkiIrovas
CETEBYIO 3arpy3Ky.

16.17. Ha texuudeckux cpeacrsax APM c ycranoBnenusiM CK3U Heobxoammo
UCII0JI30BATh TOJBKO JIUIIEH3MOHHOE MPOrpaMMHOE 00ecTieueHue.

16.18. Hcnonp3oBaHuE CPEACTB OTIAAKA MPHIOKEHHH HEOOXOIUMBIX IS
TEXHOJIOTUYECKHX MOTPEOHOCTEH MOJIb30BATENs JOJKHO OBITh CAHKIIMOHUPOBAHO
HAaYaJIbHUKOM CTPYKTYPHOTO MOAPA3IACICHHUS.

16.19. HeoOX01UMO HMCKIIIOYUTH MOIMAJaHUE B CUCTEMY CPEACTB, MO3BOJSIOIINX
OCYIIECTBJISITh HECAHKIMOHUPOBAHHBIN JIOCTYI K CHUCTEMHBIM pecypcaMm, a TakKikKe
nporpaMM, TMO3BOJISIONIUX, TOJB3YsAch omubOkamu OC, mnojdy4yaTh MTPUBUIECTUU
aAMUHHCTpATOpA.

16.20. PexoMeHmyeTcs OrpaHUYHMTh BO3MOXKHOCTH IIOJIB30BATEINA 3aIlyCKOM
TOJIBKO TE€X MPHUIIOKEHUH, KOTOPBIE pa3pelieHbl aIMUHUCTPATOPOM O€30MaCHOCTH.

16.21. Pekomenayercs pa3paboTaTh U IPUMEHUTH OJIUTUKY Ha3HAYEHUSI U CMEHBI
naposiert (s Bxoga B OC, BIOS, npu mmdpoBanuu Ha maposje u T.1.).

16.22. VYcranoBka m nHactporka CK3M nHa APM gnomkHa BBINIOJTHATHCA B
NPUCYTCTBUM aIMUHUCTPATOpa O€30MaCHOCTH.

16.23. VYcranoBka CK3MW Ha APM [nomkHa TPOU3BOJIUTHCA TOJBKO C
TUCTpUOYTUBA, TIOJIYYEHHOTO 110 JOBEPEHHOMY KaHaIy.

16.24. YcranoBka CK3UW u nepBuyHas WHUIIMATU3AIMS KITIOUEBON HMH(OpMaIuu
OCYILECTBIISIETCS B COOTBETCTBUU C IKCIUTyaTallMOHHON nokyMmeHTauue Ha CK3U.

16.25. Tlpu ycranoBke [0 CK3U1 na APM nomkeH ObITh 00ECIIEUeH KOHTPOJIb
LEJIO0CTHOCTHU U 10CTOBEpHOCTh qucTpulOyTBa CK3U.

16.26. PexoMenayercss mnepen yCTaHOBKOM mpousBectu mnpoBepky OC Ha
OTCYTCTBHUE BPEIOHOCHBIX MPOTPAMM C TOMOIIbIO aHTUBUPYCHBIX CPEJICTB.

16.27. 1o 3aBeplieHUU UHUIMATU3ANN OCYILIECTBIISIIOTCS HACTPONKA U KOHTPOJIb
paboTocniocoOHOCTH TTporpaMMHOTO obecrieuenus (nanee - [10).



17. OBIIIUE TPEBOBAHUSA ITPU PABOTE C JEKTPOHHOM MMOANUCHIO

17.1. OnektponHas mnoanuck (nanee - OII) BbLAAETCS YHNOJIHOMOYEHHOMY
JOJDKHOCTHOMY JIMI[y W MpeAHa3HayeHa Mg ucnoib3oBanus B HC, B KOTOpBIX
AJIEKTPOHHBIE JOKYMEHTHI IPU3HAIOTCS SKBUBAJICHTHBIMU UX OyMa)kKHBIM aHAJIOTaM.

17.2. Ceptuduxat otkpbiToro kioda D1 BeigaeTcs yIOCTOBEPSIONIMM LIEHTPOM
IO 3aMpOCy HaYaJIbHUKA Y UPEIKICHHUS.

17.3. B cnydae kommpomeTanuu 3akpbeitoro kirova Ol Bragenen ceprudukara
HEMEJICHHO M3BEIIAET OTBETCTBEHHOI'O 3a OpraHu3aluio oOpabOTKH M oOecrieueHue
0€30IMacHOCTH U aJIMUHUACTPATOpa 6€30MaCHOCTH O BO3HUKIIEH CUTYaIUH.

17.4. K coOblTUSIM, CBSI3aHHBIM C KOMIIPOMETAIMEH KIIIOYEil, OTHOCSTCS
CJIEAYIOIINE CUTYaLUU:

17.4.1. YTpara KI1t04€BbIX HOCUTEIICH;

17.4.2. YTpara KJIt0UeBbIX HOCUTEJIEH € UX MOCIEAYIOINUM OOHAPYKEHUEM;

17.4.3. VYBOnpHEHME IOJDKHOCTHBIX JIML, HWMEBIIMX JOCTYIl K KJIIOYEBOU
uH(popManuu;

17.4.4. HapymeHune npaBuil XpaHEHHsI 1 YHUUTOXEHHUSI 3aKPBITOTO KIIH0Ya;

17.4.5. Hapymienue 1eJ0CTHOCTH TMeyatel Ha celdax ¢ HOCUTEISIMHU KITIOUEBOU
nH(popMaruu (eciu UCIIOJIB3YETCS MPOIEypa OreuaTbiBaHus ceidon);

17.4.6. Ytpara xmouedl oT ceiihoB B MOMEHT HAXOXKJCHHUS B HUX HOCUTEJEH
KJIF0UeBOM MH(MOpMAINY;

17.4.7. Ytpara xmouedl oT ceiihoB B MOMEHT HAXOXKJECHHUS B HUX HOCUTEJEH
KJIFOYEeBOM MH(OpMaIIMK C MOCIEIYIOMKUM OOHAPYKEHUEM;

17.4.8. BO3HUKHOBEHHUE MOJO3PEHUI HA yTeUKY MH(DOPMALUU WIIA €€ UCKAXKEHUE
B CUCTEME KOH(PUICHIIMAIBHON CBA3H;

17.4.9. JlocTyn NOCTOPOHHUX JIUIL K KJIOYEBON HHPOPMALIMH.

17.5. BoiBeneHHbI€ U3 AECUCTBUS 3aKPBIThIC Ktoun D11 yHHUTOXKarOTCA.

17.6. B uensix obecrnieueHust 6€30MacHOCTH YIOJTHOMOYEHHBIE TOJKHOCTHBIE JIMLA
00s13aHBbI:

17.6.1. XpauuTs B Taiine ko4 11 (3akpbIThIN KIIIOY);

17.6.2. HemennenHo TpeOOBaTh MPUOCTAHOBIICHMS ACHCTBUS C TMOCIEAYIOITUM
aHHYJIMPOBaHUEM CepTU(HUKATA, €CIH TaiiHa 3aKphITOro Kioua J11 HapymieHa;

17.6.3. YuacTBOBaTh B IUIAHOBOW CMEHE CEPTU(PHUKATOB KIIFOUEH MOITUCH;

17.6.4. Oxa3biBaTh COACHCTBHE B pa00OT€ KOMHCCHH IO OIPEACIICHUIO YPOBHS
3aIUIEHHOCTH TEPCOHANBHBIX JIaHHBIX TMPU UX 00padoTKke B WHOOPMAIMOHHBIX
CUCTEMax [EepPCOHAJbHBIX JIaHHBIX, MHCIOJb3YyeMbIX B Yy4eOHOM LEHTpe IpHU
PacCMOTPEHUU CIIOPHBIX BOMPOCOB M KOHPIIUKTHBIX CUTYAlMH, €r0 KaCcaroluXCs.

17.7. JlomxeH ObITh ONpENENeH W YTBEPXKICH MOPSAOK ydeTa, XpaHeHUs |
UCIIOJIb30BAaHUSI HOCHUTENIE KI0UueBOM MH(GOpPMAIMU, KOTOPbIA JOHKEH MCKIIYaTh
BO3MOYKHOCTh HECAHKLIIMOHUPOBAHHOTO JIOCTYIA K HUM.



17.8. Jlns XpaHEHUs KIIOYEBBIX HOCUTEJIEM B TIOMELICHUSX JOJDKHBI
YCTaHABIMBATHCA HANEKHBIE METaJUTMUECKHe XpaHuiuiia (ceidni), 000pyI0BaHHbBIE
HaJICKHBIMU 3alIUPAIOIIUMHU YCTPOUCTBAMU.

17.9. 3anpemaercs:

17.9.1. CHuMarh HECAaHKIIMOHUPOBAHHBIC aJMHUHUCTPATOPOM O€30MAaCHOCTU
KOIUU C KJIIOUEBBIX HOCUTETICH;

17.9.2. 3HakOMUTBH C COAEPKAHMEM KIIOUEBBIX HOCHUTEJICH WM Tepe/laBaTh
KJIFOYEBBIE HOCUTENM JIMIAM, K HUM HE JIOMYIICHHBIM, a TaK>K€ BBIBOJUTH KIIFOUEBYIO
uHpopMaluio Ha auciuiet (morutop) APM wnu npunrep;

17.9.3. YcranaBnuBarh KJIFOUEBOW HOCUTENb B CUMTHIBArONIEEe ycTpolicTBO APM B
pekuMax, HE MPEAYCMOTPEHHBIX (QYHKIMOHUPOBAHUEM CHCTEMBI, a TaKXkKe
YCTaHAaBJIMBATh HOCUTEND B ipyrue APM;

17.9.4. 3anucpiBaTh Ha KIIFOYEBON HOCUTEIH TOCTOPOHHIOIO HH(POPMAITHIO;

17.9.5. Vicnons3oBath OBIBIINE B pabOTE KIFOUEBbIC HOCUTENHU JIJIsl 3aMIMCH HOBOU
nHpopMaru 06e3 IpeaBapUTEILHOTO YHUUYTOXKEHUS Ha HUX KIHOYEBOM HMHGpOpMAaIUu
cpencrBamu CK3U.

18. OBHIME TPEBOBAHMUA 11PU PABOTE C IEPCOHAJIBHBIMU
JAHHBIMHA

18.1. O6paboTka nepcoHaIbHBIX JAHHBIX JIOJKHA POU3BOAUTHCS B COOTBETCTBUU
C TpeOOBaHUSMU HOPMATUBHBIX U METOJAMUYECKUX IOKYMEHTOB PETYJISATOPOB.

18.2. JIns ocyuiecTBiaeHus: AESTENBHOCTH MO 00pabOTKE MEPCOHATBHBIX JaHHBIX,
(manee - I[1/IH) 1OJ>KHBI OBITH:

18.2.1. Ycranosnens! nenu oopadotku [1/1H;

18.2.2.  VYcraHoBieHa  HEOOXOJWMOCTb  OCYILIECTBICHUA  YBEIOMJICHUS
YIIOJJHOMOUYEHHOT'O OpraHa Imo 3amurte IpaB cyobekToB IIJIlH 00 oOpabotke I/l u
OpPraHM30BaHA JIEATENIbHOCTh [0 CBOEBPEMEHHOMY HANpaBJICHUIO YKa3aHHOI'O
YBEIOMJIEHHSI B COOTBETCTBUU C TpeOoBaHusiMu DenepaibHOro 3aKkoHa B cilydae
HaJIN4YHS TaKOM HEOOXOIUMOCTH;

18.3. Jlns xaxaoro pecypca [1JIH momxHO ObITH 0OECIIEUEHO:

18.3.1. Ycranosnenue uenu odpadotku I1/1H;

18.3.2. VYcranoBnenue u cobOmogeHue cpokoB xpanenus [I/Iln u ycnoBuit
MpEeKpamieHus ux 00paboTKy;

18.3.3. Onpenenenue nepedHs u Katreropuii, oopadareiBaeMbix [1/1H;

18.3.4. BoinonHenue npouenyp ydera konnyectBa cyobektoB [1/1H;

18.3.5. Bemonnenune orpaaumdeHuss oOpabotku IIJI[H gocTwkeHHWEeM Ielu
00paboTKu;

18.3.6. CootBercTBUE cojAepkaHusi U o0beMa oOpabateiBaeMbix [1/[H
YCTaHOBJICHHBIM 11€JISIM 00pabOTKH;



18.3.7. To4HOCTb, IOCTATOYHOCTh W aKTyaldbHOCTh II/[H, B TOM uyucie no
OTHOILIEHUIO K LEIsIM 00paboTKH;

18.3.8. BoinmonHeHne yCTaHOBICHHBIX MPOLEAYP MOIYYEHHS coriacusi CyObeKTOB
[/l (ux 3aKOHHBIX TpeacTaBuTeNell) Ha o00padoTky ux IIJIH, B ciydae ecnu
MOJIy4YeHHE TaKOTO COIrjlacusi HEOOXOJMMO B COOTBETCTBHM C TPEOOBAHUSIMU
denepabHOrO 3aKOHA;

18.3.9. BeIinosiHeHrEe YCTaHOBJIEHHBIX MPOLIEYP MOJIYYSHHUS COIIaCHs CYObEKTOB
[/ Ha mepenauy oOpabotku ux IIJIH TpeTbuM JuIlaM, B ClIy4ae €CJIHM MOJIy4eHHE
TaKOT'O COTJIACHUSI HEOOXOUMO B COOTBETCTBHH ¢ TpeboBaHmsIMU DenepaabHOTO 3aKOHA;

18.3.10. IIpekpaiienne 00pabOTKU U YHUUTOKEHHE WM obOe3numuuBanue [1J1H mo
JOCTHKEHUH 1enieil o0paboTku, mo TpeboBanuio cyowekta I[I[lH B cioyuasx,
npeaycMOTpeHHBIX DeiepaibHbIM 3aKOHOM.

18.4. JlomxHbl  OBITH  ONpPENETEHBI,  BBHIMOJHATHCS, PETUCTPUPOBATHCS
KOHTPOJIMPOBATHCA MPOLEAYPHI yUETa JINII, UMEIOINX J0CTyM K [T/1H.

18.5. JlokymeHT, ompeAeisionMid nepeyeHb Jull, uMeromux noctyn k II/H,
YTBEPKIACTCS HAUAIbBHUKOM Y UpexKICHUS.

18.6. O6padotka I1/IH JOKHOCTHBIMU JIMI]AMU JOJI)KHA OCYILECTBISATHCS TOJIBKO
C 1IEJIbIO BBIMOJHEHHUS JOJKHOCTHBIX 00s3aHHOCTEH.

18.7. JoiKHBI OBITh ONPEAEIEHBI, BBIIOIHATHCS U KOHTPOJIUPOBATHCS MPOLIETYPbI
O3HAKOMJICHUSI  JIOJDKHOCTHBIX  JIUI, OCYyIIeCTBIsonmx o6padorky I[I[In, c
MOJIOKEHUSIMUA ~ 3aKOoHojarenbcTBa  Poccuiickoii  denepauyii M BHYTPEHHUMU
JIOKyMEHTaMH, COJEpKalluMu  TpeOboBaHUsT 1O o00paboTke U  O0ECIEUYEHHIO
o0e3omacHoctH I1JIH B yacTu, Kacaromiehcs NX JODKHOCTHBIX 00S3aHHOCTCH.

18.8. J{oKHBI OBITH ONPEENIEeHbI, BBIIOIHATHCS U KOHTPOJIUPOBATHCS MPOLIETYPbI
ydeTa MOMEIIESHUM, B KOTOPBIX OCYIIeCTBIseTCs 00padoTka [1/1H, a Takxke q0CTyMa JIMI
B IMOMEIIICHUS, B KOTOPBIX BeaeTcst oopadoTka [1J[H.

18.9. Ilpu pabGore ¢ MarepuanbHbIMH HocutTelssmMu I[I/[H momkHO OBITH
o0ecrneyueHo:

18.9.1. O6oco6nenue [1JIn ot nHO# MHbOPMAINK, B YACTHOCTH, TyTeM (UKCAITUU
UX Ha OTHAEJIbHBIX CheMHbIX HocuTelsax [IJ[H, B cenuanbHbIX pa3fenax WM Ha MOJIsX
dbopm gokymeHTOoB (ripu 00padoTke I1J[H Ha OyMa)KHBIX HOCUTESX);

18.9.2. Yuer cbemubix Hocutenen [1/]H;

18.9.3. YcraHoBieHne, BBINOJHEHUE U KOHTPOJIb BHIMIOJHEHUS MOPSAAKA XPAHEHUS
CBEMHBIX, B TOM YUCJIE MAIlIMHHBIX, HOcUuTenen [1/IH u nocryna k HuM;

18.9.4. Xpanenue I1/]H, ienn 06pabOTKH KOTOPHIX 3aBEIOMO HECOBMECTHMBI, Ha
OT/ICJIbHBIX ChEMHBIX HOCUTEISIX;

18.9.5. Peructpaiusi © y4eT MeCT XpaHEHHUs] MaTepuaibHbix HocuTenei I1/Ix c
buxcanuet kaTeropurn o0OpadaThIBAEMbIX NMEPCOHABHBIX JJAHHBIX BKJIIOYAs pa3/iesIbHOE
xpaHeHue pecypcoB IIJ[H, o0paboTka KOTOPBIX OCYIIECTBISETCS C Pa3IUYHBIMU
HEJISIMU;



18.9.6. Ha3naueHue MAOMKHOCTHBIX JIMI], OTBETCTBEHHBIX 3a OpraHU3alUIO
XpaHeHus MaTepuanbHbIX Hocutenen [1/1H;

18.9.7. YcraHoBiieHHE U BBINOJIHEHHUE TMOPAAKA YHHUUTOXKEHUS WH(OOpMAaLUU C
MAaIlMHHBIX HOocuTenen 11/1H.

18.10. Tlopyuenue oGpabGotku IIJIH Tperbemy muiy (nmamee - 00pabOTUHK)
JIOJKHO OCYIIECTBIISITHCS HA OCHOBAHUU JIOTOBOPA.

18.11. B moroBope A0MKHBI OBITH ONPEACIICHbI NTepeYeHb JEeHCTBUIN (Omepanuii) ¢
[1/1H, koTOpBIC OYIYT COBEpIIATLCA 0OPAOOTUYMKOM, U IEIH 00padOTKHU, JOJKHA OBITh
YCTaHOBJICHa O00s3aHHOCTh OOpaboTumka oOecreunBath Oe3omacHocTh [IJ[H (B TOM
yucie co0moaaTh kKoHpuaenmansHocTs [1/{H) npu ux 06paboTke, HE pacKpbIBaTh U HE
pactipoctpansaTe [/l 6e3 cormacusi cyowbekra IIJ[H, ecnmu mHOE HE MPETYCMOTPEHO
benepanbHBIM 3aKOHOM, a TaK)Ke JIOJDKHBI OBITh YKa3aHbl TPEOOBaHUS MO 00ECTICUCHUIO
oe3onacuoctu [1J1H.

18.12. Ilpum mnopyueHun oOpaOOTKM TMEPCOHATBHBIX JAHHBIX OO0PaOOTUHKY
HE0OXOJAMMO MONy4uTh corjacue cyobekrta [I/[H, ecnmu wHOE HE MPETYCMOTPEHO
3aKOHOJIaTeNbCTBOM Poccuiickoit denepanni.

18.13. JlomkHO OBITh HA3HAYEHO JIMLO, OTBETCTBEHHOE 3a OpPraHU3ALMIO
o0paboTku u obecrnieuenue d6e3zonacuoctu [1/1H.

18.14. ITlomHoMoOuYMs JIMIIa, OTBETCTBEHHOE 3a OpraHu3aluilo o0O0padOTKU U
obecrnieuenue 6e3omacHoctu [1/]H, a Takke ero mpaBa U OOS3aHHOCTHU JOJIKHBI OBITH
YCTaHOBJICHBI PYKOBOSIIIUMHU JOKYMEHTAMH.

18.15. Ilpm HeoOxomumocTH odunuanpbHoro oobmMena II/[H ¢ BHemHUMU
OpraHu3alusIMH  HEOOXOJAMMO TMPUMEHATHh  3alUIIEHHBIC  KaHAJIbl  IMepeaavd

uH(pOpMaIK, UCTIOJIB3YIOIINE KPUNTOrpapuiyecKue CpeicTBa 3allUThl HH(OpPMAIUU U
OIlL

19. PEAT'NPOBAHUE HA THIINAEHTBI

19.1. CBoeBpeMeHHOE pearupoBaHWe Ha HMHIMACHTH HHGOPMAIIMOHHON
0€30MacHOCTH SBJISIETCS] OJTHUM M3 HEOOXOIUMBIX YCIOBUH MUHUMH3AIUHU TTOCIIEICTBUMA
HeperiaMeHTUPOBAaHHbBIX BO3ecTBUM Ha komnoHeHTh UTC (MC).

19.2. Ilpyn nnaHUpOBaHUM NESITEIBHOCTH, HAIIPABICHHOW HAa PEArMpOBAHHUE Ha
WHIMUJICHTBl WH(QOpMAIIMOHHOW Oe30macHOCTH, Hapsiay ¢ Hactosmied [lomutukoi
HEOOXOJMMO PYKOBOJCTBOBATHCA JACHCTBYIOIIMMHU CTaHIAPTaMH, COJACPKAITUMU
TpeOOBaHMS K CUCTEME MEHEHPKMEHTa HH(POPMAIIMOHHON 0€30MacHOCTH.

19.3.  OcHOBHBIMM 3TamaMH TMPOLECCA pPEArupOBaHHUSI HA  WHIMUJCHTHI
nHOOPMAITMOHHONW 0€30MaCHOCTH SIBISIOTCS:

19.3.1. TlogroroBka kK (akTy BO3HUKHOBEHMSI WHIMJECHTA HH(GOPMAILMOHHON
0€30MacCHOCTH U MPUHSITUE TPEBEHTUBHBIX MED;



19.3.2. OOHapyxeHHWe U  perucrpanus HUHIOUACHTA HHGOPMAIUOHHON
0e30ITacCHOCTH;

19.3.3. HayanbHoe pearnpoBaHie Ha HHIUACHT HH(POPMAITMOHHON 0€30MaCHOCTH;

19.3.4. ®opmupoBaHUE CTPATETUU PEATMPOBAHUS HA MHIIMICHT HH(POPMAITMOHHON
0€30I1aCHOCTH;

19.3.5. BoccraHoBieHue ImTaTHOrO (yHKIIMOHUpOBaHUS KoMmnoHeHToB WMTC
(MC), noaseprmmxcs BIUSHUAIO UHITMACHTa HHPOPMAIIMOHHOM 0€3011acHOCTH;

19.3.6. PaccnenoBanue HHIIMICHTA,

19.3.7. CocTaBieHHE OTYETA;

19.3.8. BoipaGoTka perieHus.

19.4. TlepBompHuMHON HACTYIJICHHS COOBITHS HMHIUIAEHTa WHOOPMALMOHHON
0€30MacHOCTH SIBJIACTCS IMOTEHUUAIbHAs CHOCOOHOCTH 3JIOYMBIIJIEHHUKA MOJIYYHTh
HE0OOCHOBAHHBIEC MPUBUIICTUH JIJISL JOCTYTIA K 3aIUIIEHHON HHGOPMAIIHH.

19.5. IlpenmosioxkeHWE O TOM, YTO MPOU3OMIET WHIUACHT HH(POPMAIMOHHON
0e30macHOCTH, KaK IpaBuia, 0a3upyeTcs Ha:

19.5.1. OnHOBpEMEHHBIX COOOIIEHUAX 00 UHUUJICHTe UHHOPMAIMOHHON
0€30MacHOCTH W3 HECKOJIbKUX HCTOYHHMKOB (TI0JIb30BaTeNId, CUCTEMa OOHApY>KEHUS
BTOPKEHUM, KypHanbHble Qaitisl (logfiles));

19.5.2. CooOuieHusx cucTeMbl OOHAPYKEHHSI BTOPKEHUA O MHOKECTBEHHOM
MOBTOPSAIOIIEMCS] COOBITHH;

19.5.3. Ananuse xKypHaJabHBIX (DailJIoB aBTOMAaTU3UPOBAHHON CUCTEMBI;

19.6. llpu3HakM WHUOUJEHTA JENATCS HAa JIBE OCHOBHbIE KaTeropuu: 19.6.1.
Coo011eHus1 0 TOM UHITUACHT MTPOUCXOIUT B HACTOSIIIIUI MOMEHT;

19.6.2. CooOuieHust 0 TOM, YTO WHIUJEHT, BO3MOXXHO, MPOU3OUIET B CKOPOM
Oyay1iem.

19.7. OCHOBHBIMM NPU3HAKAMH COBEPIIAIOMIETOCS MHIUIAEHTA SBIJISIIOTCS:

19.7.1. ®ukcanus nepenosHeHne Oydepa cucTeMbl 00HAPYKEHUST BTOP>KEHU;

19.7.2. YBegomiieHrE aHTUBUPYCHON MPOTPAMMBI;

19.7.3. Otxmouenue WEB - untepdeiica;

19.7.4. ®ukcanust HU3KOW MPOITYCKHON CITOCOOHOCTH CETEBOT0 000PYI0BAHUS;

19.7.5. ®ukcanus }aityioB ¢ HeUMTaO0ETbHBIMU HA3BAHUSIMU;

19.7.6. ®uxcanusi MHOKECTBA MOBTOPSIOIIUXCS COOOIICHUI;

19.7.7. ®ukcanusa u3MeHeHus KoHpurypamuu odopynoBanus; 19.7.8. dukcamus
MHOKECTBEHHBIX HEY/IaUHbIX MOIMBITOK aBTOPHU3ALINH;

19.7.9. ®ukcanus pe3koe yBeITudeHUE CETEBOTO Tpaduka.

19.8. JlokyMeHTUpOBaHKUE COOBITUI MHITUACHTAa MHPOPMAITMOHHOW 0€301TaCHOCTH
HE00XO0MMO I cOopa U MOCIIEaYyIOIEero 00001eHus pe3yIbTaTOB paccieOBaHuUs.

19.9. JlokyMeHTHpPOBaHMIO TOJIeXKaT Bce (GakThl U JI0KA3aTeJbCTBA
3JIOHAMEPEHHOTO BO3ICUCTBUA.



19.10. Pa3znmuuaroT TEXHOJOTHMYECKHME U  OMNEPAllMOHHBIE  CBUJETEIIHLCTBA
BO3JICHCTBHSL.

19.11. K TexHOIOTHYECKHMM  CBUIETEIHCTBAM  OTHOCAT  WH(MOpMAIHIO,
MOJIYYCHHYIO OT TEXHHYECKHX CpPEICTB cOopa W aHaln3a JaHHBIX (aHAIM3aTOPHI
Tpaduka, CHCTEeMbI OOHAPYKEHUS BTOPKEHUM ),

19.12. K omnepanmoHHBIM CBUJIETEICTBAM OTHOCST JaHHBIE, COOpaHHbBIC
CBUJICTEJILCTBA OOPAIIEHHH B IIPOIIECCE OMPOCca JTOKHOCTHBIX JIMIL, TIOJIb30BaTEIICH.

19.13. B xoxe paccienoBaHHMs MHIIMJEHTAa BCE CBHUACTEILCTBA JOJDKHBI OBIThH
3aIUIIEHBI OT AUCKPEIUTAINN, TTIOCKOJIBKY JaHHBIE MOTYT COJEPKaTh HHPOPMAIIUIO O
nerlcTBeHHbIX ya3BuMocTsx VC.

20. P OPMUPOBAHMUE CTPATEI'MU PEAT'NTPOBAHUSA HA HHIUUJIEHT

20.1. Crparerust pearupoBaHusi Ha MHUUACHT MH(OpPMALMOHHOW 0€30macHOCTH
OIpPEAEIISIET JIydIUUid IyTh pEarupOBAHMsI HA HHIIMJICHT.

20.2. Crparerusi TaKxe ONpeAeNsaeT, Kakue NEHUCTBUS OyIyT NPEANpPUHSTHI MO
(aKkTy BO3HUKHOBEHMSI WHUUACHTA (BO30YKIEHHE TIPaXIaHCKOTO WM YTrOJOBHOIO
Jiena, aIMAUHACTPATUBHOE BO3JIEHCTBUE), B 3aBUCUMOCTH OT IIPEAINOIaraéMblX NPUYUH U
MOCJIEICTBUI BOSHUKHOBEHUS MHIIUJICHTA.

20.3. Ctpaterus gBisieTCsl pe3yJbTaTOM KOJUIEKTUBHOM pabOTHI.

21. BOCCTAHOBJIEHME HITATHOI'O ®YHKIHIMOHUPOBAHU A
KOMIIOHEHTOB UH®OPMAIIMOHHO-TEJEKOMMYHUKAIIMOHHOM
CETH

21.1. BoccranoBienue mraTtHoro (gpyHkiuonupoBanus komrnoHeHToB UTC (UC
MPECTABIISIET COOOM MOCIENOBATENLHOCTh ACHCTBUM, pa3pabOTaHHBIX B COOTBETCTBUU
C YTBEPXJCHHBIM pErjaMeHTOM, U HampsMyl 3aBUCUT OT OCOOEHHOCTH
dbyukmuonupoBanus MC wu  cmocoba  ataku, KOTOpBIH  ObUI  MPUMEHEH
3JI0yMBILIJICHHUKOM.

21.2. MacmTabbl BOCCTAHOBJEHHMS MOTLYT OBITb pPa3jIU4Hbl, OT JICYEHUS
3apaxEHHBIX BUPYCOM (PaillioB U BOCCTAHOBJICHUSI ONEPALIMOHHON CPENbl C PEe3ePBHBIX
KOIIH, 10 OTCTAauBAHMS PEMYTALIMU OPTaHU3aLNU B CY/IE.

22. PACCJIEAOBAHUE MHIOHMJIEHTA

PaccnenoBanme wHIMIEHTa O€30MACHOCTH  OCYIICCTBISIETCS B Mpejenax
KOMIETEHIIMU, a TaKXke TEXHHUYECKUX U OpPraHU3alMOHHBIX  BO3MOXHOCTEH
Yupexaenusa. Bo ciiydyasx, BOSBHUKHOBEHHSI MHIIUIEHTAa O€30MaCHOCTH, TTPOU3BOIUTCS
yBenomiieHue otaena 6ezonacnoctu I'YCh, uepes [JOH.



23. ITPOBEPKA 1 OLIEHKA

23.1. TlpoBepka u oreHka WHOOPMAITMOHHONW OE30MACHOCTH MPOBOJUTCS MyTEM
BBITIOJTHEHUS CJICTYIOIIUX MPOIIECCOB:

23.1.1. MonuTtopuHra uHGOpPMAIIMOHHONW 0€30MacHOCTH MW KOHTPOJIS 3aIUTHBIX
MEp;

23.1.2. CamoorieHKH HHPOPMAITMOHHOM 0€30MacHOCTH;

23.1.3. Aynura nadopmMaImoHHON O€3011aCHOCTH;

23.1.4. Anamm3a (QyHKIIMOHUPOBAHUS CHUCTEMBI oOecriedeHus: HH(HOPMAITMOHHON
0€30MacHOCTH.

23.2. OCHOBHBIMH TIEJISIMH MOHHTOPHHTAa WH(MOPMAIIMOHHONW 0€30macHOCTH
KOHTPOJIS 3aIUTHBIX MEP SIBJISIOTCS:

23.2.1. OnepaTUBHOE U MOCTOSTHHOE HAOJIO/ICHNE.

23.2.2. Coop, ananu3 u 00paboTKa JaHHBIX MOJT 3aIaHHBIC IICIIH.

23.3. lensmu  aHanu3za  (QYHKIMOHUPOBAHUS  CHUCTEMbl  OOECIEYEHUU
MH(OPMAIMOHHOW 0€30MTaCHOCTH MOTYT OBITh:

23.3.1. KoHTpons 3a peann3aluel INOJIOKEHUNW BHYTPEHHUX JOKYMEHTOB IO
obecnieueHuto HHGOPMAIMOHHON OE30M1aCHOCTH;

23.3.2. BpIsBI€HHE HELITATHBIX JCHCTBUIA;

23.3.3. BolsiBiieHHE MHIIUEHTOB MH(GOPMAIIMOHHON 6€30MacHOCTH.

23.4. MOHUTOPUHT W KOHTPOJb 3aIUTHBIX MEpP MPOBOAUTCSA IOJKHOCTHBIMH
JUIaMU, HA3HAYE€HHBIMHU aJIMUHUCTPATOpaMH 0€3011aCHOCTH.

23.5. Ananu3z (QyHKUIMOHUPOBAHMS CHUCTEMBbI oOecreueHus HHGOPMaIMOHHON
oezomnacHoctu (nanee - COUB) unumuupyercs:

23.5.1. OTBEeTCTBEHHBIMU 3a OpraHu3aluilo oO0pabOTKU U  OOecrnedYeHue
0e30macHOCTH;

23.5.2. AnmunucTparopamu 6€30MacHOCTH;

23.5.3. PykoBOJICTBOM CTPYKTYPHOTO MOJPa3ACIICHUS.

23.6. OcHOBHBIMH TIEISIMU TIpOBeACHHUS aHanmm3a QyHkimoHnuposanus COWb
SABJISIFOTCSI:

23.6.1. Onenka >¢dextuBHoctn COUB;

23.6.2. Omnenka cootBerctBusi COWB TpeGoBaHMsIM  3aKOHOAATEILCTBA
Poccuiickon denepanuu U CTaHIAPTOB;

23.6.3. Ouenka coorBercTtBUs COMb CcymiecTByrOIIMM M BO3MOXHBIM yrpo3am
nH(OPMAITMOHHON O€30TTaCHOCTH;

23.6.4. Omenka crneaoBaHUsl TMPUHIUNAM WH(GOPMAIIMOHHONW O€30MacHOCTH U
BBITIOJIHEHUS TpeOoBaHWI 1O obecrneueHuo HWHGOPMAIMOHHON 0€30MMacHOCTH,
3aKperyIeHHbIM B HacTosimiel [lonmuTuke, a Takke B MHBIX BHYTPEHHUX JTOKYMEHTaX.

23.7. PesynbTaThl, MOJy4YyeHHble B XojAe aHanu3a (yHkiuonupoBanus COUB
ABJISIFOTCS CPEAM MTPOYETO, OCHOBOM 11 coBepieHcTtBoBanust COUDB.



24. OTBETCTBEHHOCTb

24.1. Obmee pyKOBOACTBO oOecredeHueM WH(POpMAIMOHHONW 0€30MacHOCTH U
OTBETCTBEHHOCTh 3a MOJJIEpXKaHUE MOJOKeHUuM Hactosuiero Ilopsaka B akTyaibHOM
COCTOSIHMM BO3JIaraeTCsi Ha OTBETCTBEHHOTO 33 OpraHU3alui0 o0paboTKH H
obecrieueHue 6€301MacHOCTH UHPOPMAITUH.

24.2. KoOHTpOnb OCYHIECTBISACTCA IIyTE€M TMPOBEACHHUS MOHUTOPWUHTA W
MEHE/PKMEHTA MHIIMJCHTOB WH(POPMAITMOHHON 0€30MacHOCTH, IO Pe3yJIbTaTaM OIEHKU
uHGOPMAIIMOHHON ~ OE€30MacHOCTH, a T&K)K&g B paMKaX HWHBIX KOHTPOJBHBIX
MEPOTIPHUSITHIA. \ \

!

3aMecTUTEIb TUPEKTOP 1i yieoHol paboTe

A.A. Bapnamos
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NHCTPYKIHUIO
OTBETCTBEHHOMY 3A OBECIIEYEHUE TPEBOBAHUH 1O
TEXHUYECKOM 3AILIUTE UH®OPMAILIUU B TKOY CAMAPCKOM
OBJIACTU « YYEBHO-METOJUYECKUHA LIEHTP 11O I'O U YC»

1. OBIIME ITOJIOKEHU A

1.1. TomkHOCTHAs HHCTPYKIMSI OTBETCTBEHHOMY 3a o0ecrieueHrne TpeOoBaHHM 1o
TEXHUYECKOM 3amuTe nHpopMmaiuu B YupexaeHuu (ganee - HCTpyKuus) onpeaeser,
O00s3aHHOCTH W TMpaBa JMIA, HA3HAYEHHOIO OTBETCTBEHHBIM 3a OOECIeUCHHE
TpeOOBaHUI MO TEXHUYECKOW 3ammTe HHPOpMalnuu B y4eOHOM IIeHTpe (manee -
OTBETCTBEHHBIH 3a T3N).

1.2. MuCcTpyK1Ms pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSIMU:

1.2.1. TpynoBoro koaekca Poccuiickoit @enepanuu;

1.2.2. ®enepanbroro 3akoHa ot 27 utonst 2004 r. Ne 79-03 «O rocynapcTBeHHON

rpaxxaaHckon ciyxoe Poccuiickoit denepanumny;

1.2.3. ®enepanbHoro 3akoHa ot 27 utons 2006 1. Ne 152-03 «O nepcoOHAIBHBIX
JTAHHBIX»;

1.2.4. ®enepanpHoro 3akoHa oT 22 okTs0psa 2004 1. Ne 125-®3 «O06 apxuBHOM
nene B Poccuniickont denepaunny;

1.2.5. ®enepanpHoro 3akoHa ot 27 uronsg 2010 r. Ne 210-®3 «O06 opranuzanuu
MPEIOCTABIICHUS TOCYAAPCTBEHHBIX U MYHUIIUTIAIBHBIX YCITYT;

1.2.6. IToctanoBnenus IIpaBurensctBa Poccuiickoit @enepanuu ot 21 mapta 2012
r. No 211 «OO0 yTBepkJCHHH TIEpEeUHs Mep, HaNpaBIECHHBIX Ha oOOecleYeHue
BBINIOJIHEHUS ~ OOSI3aHHOCTEH, TpeaycMOTpeHHbIX DenepanbHbiM  3aKOHOM  «O
MIEPCOHANILHBIX JAHHBIX» W TPHHATBIMA B COOTBETCTBHM C HHUM HOPMaTHUBHBIMHU
NPaBOBBIMM  aKTaMH, OIEPATOPAMHM, SBISIFOITUMUCS TOCYAAPCTBCHHBIMH  WJTU
MYHHUITUTIATBHBIMH OPTaHAMI;

1.2.7. TlocranoBnenus IlpaButensctBa Poccuiickoit @enepanuu or 01 HOAOps
2012 Ne 1119 «O06 yTBepkieHnH TpeOOBaHUH K 3alUTE MEPCOHATBHBIX JaHHBIX NMPU UX
00paboTke B MHOOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JTAHHBIX);

1.2.8. Ilpukaza ®CTIK Poccun ot 11 deBpans 2013 Ne 17 «O6 yTBepkaeHuu
TpeboBanuii o 3amuTe WHGOPMALMU, HE COCTABIISAIOIIEH TOCYIapCTBEHHYIO TaiiHy,
CoJIeprKaIeicst B TOCYIapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX);

1.2.9. Tlpukaz ®CTIK Poccum ot 18 deBpans 2013 Ne 21 «OO0 yTBepkaeHHUH
CoctaBa u conep)kaHus OpraHU3alMOHHBIX U TEXHUYECKUX MEp 10 00ECIIeUEeHHUIO



0€30MacCHOCTH MEPCOHAIBHBIX JIaHHBIX NMPU HUX 00paboTKe B MH(OPMALMOHHBIX
CUCTEMAX MEPCOHAIBHBIX TaHHBIX);
1.3. OtBerctBennsiii 3a T3W Ha3HauaeTcss NpUKa30M HadadbHUKAa Y4eOHOTO
LEHTpA.
2. DYHKIIUUN

OtBercTBeHHbIN 32 T3U oTBeuaer 3a:

2.1. MeTtoauueckoe pyKOBOJCTBO IO 00ECIEUYEHNIO 0€30M1acCHOCTH UH(POpMaLuU U
KOHTPOJIb BBIIIOJIHEHUS TPEOOBAaHUM 1O 00ecIIedeHHIo 0€30I1acCHOCTH HH(POPMALIUK.

2.2. Cobmonenue TpeOOBaHUM K 3aIuTe HHOOPMALIUH.

2.3. IlnanupoBaHuEe U BBINOJHEHUE PAOOT MO MPOTUBOAECUCTBHUIO MHOCTPAHHBIM
TEXHUYECKUM pa3BeakaMm (nanee - WTP) u TexHuueckod 3amure HHGOpMaLuH,
oOpabaTheIBa€MOM CpeCTBAX BBIYUCIUTENBHON TEXHUKH.

2.4. JloBeneHue [0 OTBETCTBEHHBIX JIOJDKHOCTHBIX  JIMIl  IOJIOKEHUH
3aKoHoJaTenbcTBa Poccuiickoil deaepannu, IpaBoOBbIX aKTOB MO BOIIPOcaM 00pabOTKU
uH(popmanuu, TpeOoBaHUM K 3alIKUTe HH(DOPMAIUH.

2.5. Opranu3anuio OCylecTBIECHUS KOHTPOJIA 3a 00pab0oTKON MH(POPMALIIH.

2.6. OpraHu3zalydio OCYIIECTBICHUS KOHTPOJISI 3a COOJIIOJCHUEM HHCTPYKIUH,
ONMpENENSIOMMX 3a7aud, (QYHKIUU, OTBETCTBEHHOCTb, MpaBa MW OOA3aHHOCTH
M0JI30BATENIEH 110 BOMPOCAM 3aIUThl HHPOPMALIUH.

2.7. B3aumonelcTBUE C IPYTUMHU OpPTaHU3alusIMU (YUPEKICHUSIMMU).

3. OBA3AHHOCTHU

OtBercTBeHHbI 32 T3U 00s13aH:

3.1. Opra#u3oBbIBaTh KOHTPOJb IIJIAHUPOBAHHWS U BBIMOJHEHUS PaldOT TI0
MPOTUBOACHCTBUIO HMHOCTPAaHHBIM TEXHMYECKUM paszBeakam (manee - HWTP) wu
TEXHUYECKOH 3auuTe nHpopmannu, oopadateiBacmoii CBT.

3.2. Bectu meToan4eckoe pyKkoBOACTBO MO 00ECIEUEHHUIO OE30MTaCHOCTH
MH(OpMaMU ¥ KOHTPOJIb BBINOJHEHUS TPeOOBaHMI MO OOecredyeHHI0 0e30MacHOCTH

uH(popManuu.
3.3. OcyuiecTBIATh KOHTPOJIb COOIOICHHS TpeOOBaHUH K 3auTe HHPOpMaIIUH.
3.4.  OcymecTBiasTh  B3aUMOAEHUCTBHE C  APYTMMH  OpPraHHU3alMsIMU
(YUpEXIECHUAMH).

3.5. OcymiecTBasTh KOHTPOIb 32 3(PGHEKTUBHOCTHIO MPETYCMOTPEHHBIX MEp
3aIUThl HH(POPMAIIUH.

3.6. OpraHu3oBbIBaTh TPOBEICHUE 3aHITHN 10 M3YYCHUI0 HOPMATHUBHBIX
MPABOBBIX U PYKOBOAIIUX IOKYMEHTOB TI0 BOIIPOCAM 3alUThl HH()OpMAITUH.

3.7. OOecrieunBaTh TPOBEICHUE CIYXKEOHBIX pacciaefoBaHuii 1o (akTtaMm
MOTIBITKaM HapyIIeHus 6€30macHOCTH HH(OpMAITUH.

3.8. OpranuzoBbIBaTh 0OPAOOTKY M MCMOJIb30BaHUE MH(DOPMALIMK UCKITFOYUTEIHHO
B IIEJISAX, MPEAYCMOTPECHHBIX HOPMAaTUBHBIMH ITPABOBBIMU akTaMu PD.

3.9. OpraHu3oBbIBaTh COOMIOJEHUE O€30MaCHOCTH HMH(POpPMALMU TpeOyeMOMy
YPOBHIO 3alTUIIICHHOCTH.

3.10. OcymiecTBisTh KOHTPOJb COJEpX)aHUs U oObeMa 00pabdaThIBaeMbIX
nH(OPMAITUU U COOTBETCTBHS UX TIEPEUHIO.



3.11. OcymecTBiaiaTh KOHTPOJIb 3a COOJIOJICHUEM TIOpsSiAKA U YCIOBUSIM
NPUMEHEHHUSI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEpP MO OO0EeCreueHnto 0e30MacHOCTU
uHbOpMaluu HEOOXOAMMBIX MpH 00pabOTKe M BBIMOJHEHUM TPEOOBAHUU K 3aIIUTE
uHbOpMaIlMK, UCHOJHEHHE KOTOPBHIX OOEcrne4YnBaeT YCTAaHOBICHHBIE YPOBHHU
3aIUIIEHHOCTH HH(POPMAIIUH.

3.12. OcyuiecTBiaTh KOHTPOJb TMpoOBeAeHUs aHaimu3a 3((HEeKTUBHOCTU
IPUMEHEHHUS Mep M0 00eCTieueHn 0 O€30MacHOCTH HH(POPMALIHH.

4. IPABA

OtBercTBeHHbIN 3a T3 nMmeer npaso:

4.1. TpeboBaThb OT AOHKHOCTHBIX JIMI[ BBIMIOJHEHUS YCTAHOBJICHHBIX MPABUI
00paboTKH UH(POPMALIUU, UHCTPYKIIUN U IPYTUX HOPMATHUBHBIX MPABOBBIX JIOKYMEHTOB
1o obecneyeHn o 6€30MacHOCTH UHPOPMAIIUU.

4.2. 3ampammBaTh y JOJDKHOCTHBIX JIMIL WH(OPMALMIO, HEOOXOAUMYIO IS
peann3anny NOJTHOMOYUH.

4.3. Opranu3oBbIBaTh pa3pabOTKy MEPONPUATHA 10 COBEPIICHCTBOBAHUIO
0e30macHOCTH HH(OpMALUK.

4.4. TpeboBaTh mnpekpaieHuss oOpabOTKH WHGOpPMAIMU B Clydyae HapyLIEHUs
YCTAaHOBJICHHOTO TOpsAAKa paOOT WM HapyleHUus (QYHKUMOHUPOBAHMS CPEACTB U
CUCTEM 3allluThl HH(OPMaLIUU.

4.5. OpraHu3oBbIBaTh MPOBEPKH IO KOHTPOJI COOTBETCTBHUS 0OpabOTKU
uH(popMaIuu TpeOOBaHUAM K 3alTUTe HHGOPMALIHIH.

4.6. TpeOoBaTh OT OTBETCTBEHHBIX JOJHKHOCTHBIX JIUL] YTOUHEHMSI, OJIOKUPOBAHUS
WIM YHUYTOXEHHUS HEJAOCTOBEPHOM, WJIM TOJIYYEHHOHM HE3aKOHHBIM ITyTEM
uHdopMaIuu.

4.7. OpraHu3oBbIBaTh IPOBEACHUE paccieoBaHUN MO (akTaM HapylleHUs
YCTaHOBJICHHBIX TPEOOBaHUI 0OeCTIeUeHMsI 3alllUThl, HECAHKIIMOHUPOBAHHOIO JOCTYIIA,
yTpaTel, MOAUUKAIMK, TMOpYH 3allUIIaeMoll WHOpPMAIMM ¥  TEXHUYECKUX
KOMIIOHEHTOB BBIYUCIIUTEIHHON TEXHUKH.

4.8. OpraHu3oBbIBaTh AaHAJIU3 CHUTyalWW, KacamomMXcid (QYHKIMOHUPOBAHUSA
CPEICTB 3aluThl MHGOPMALMK M pacciieloBaHus (PAKTOB HECAHKIMOHUPOBAHHOIO
JOCTYyTIA.

4.9. IIppHUMAaTh NPEUIOKEHUS O COBEPIICHCTBOBAHUM IPABOBOI0, TEXHUYECKOIO
U OPraHU3aIlMOHHOTO PEryJupoBaHMs oOecrieueHus 0e30MacHOCTH WHMOpMAIUU TIPH
ux o0padoTKe.

5. OTBETCTBEHHOCTbD

OtBercTBeHHbId 3a T3M HECET OTBETCTBEHHOCTh B MpEAEiax, OMpPeAesIEHHBIX
JNEeUCTBYIOIIIUMU HOPMATUBHBIMU JJOKYMEHTAMMU:

5.1.3a HeHamyexkallee UCIOTHEHWE WM HEHUCIOJHEHUE CBOMX CIY>KEOHBIX
00SI3aHHOCTEM, MPEIYyCMOTPEHHBIX  HACTOSIIIIUM  JOJDKHOCTHBIM  PErjIaMEeHTOM
(IOKHOCTHOM MHCTPYKLIUEH ).

5.2. 3a HeNnpaBWJIBHOCTh M HEMOJIHOTY HCIOJb30BAHUSI MPEAOCTABICHHBIX €MY
MpasB.



5.3. 3a npaBoHapylIeHHs, COBEpIICHHBIE B IPOLECCE OCYIIECTBICHHUS CBOEH
JESITENIbHOCTH.

5.4. 3a peanuzanuio NPUHATON MOJIUTUKUA HH(OPMALIMOHHON OE€30MaCHOCTH.

5.5. 3a pasrmameHue CcBeIEHUH, KOH(PHUICHIMATHHOIO XapaKTepa, CTaBILIMX

W3BECTHBIMH €MY TI0 POy PaOOTHI. &

\
\
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NHCTPYKIUA
OTBETCTBEHHOMY 3A OPI'AHM3AIINIO OBPABOTKHU U
OBECIIEYEHMS BE3OIACHOCTHA MTH®OPMAIIMA B TKOY CAMAPCKOM
OBJIACTH «YYEBHO-METOJUYECKHUM LEHTP 110 T'O X YC»

1. OBIIME ITOJIOKEHU A

1.1. JomKHOCTHAs MHCTPYKIMUS OTBETCTBEHHOMY 3a OpraHU3aluio o0paboTKU U
obOecnieueHus Oe3onmacHocTH HMH(OpManuu B YupexaeHuu (nanee - MHCTpyKIus)
ONpeNeNsieT, OO0f3aHHOCTM W TMpaBa JUIA, HA3HAYEHHOI'O OTBETCTBEHHBIM 34
opraHu3zanuio o0paboTKH U obecrieueHrs 0€30MacHOCTU MH(pOpPMAUU B YUpExKICHUU
(manee - oTBeTCTBEHHBIN 3a BN).

1.2. MucTpyKus pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSMU:

1.2.1. TpynoBoro koaekca Poccuiickoit @enepanuu;

1.2.2. ®enepanbroro 3akona ot 27 utoins 2004 r. Ne 79-03 «O rocynapcTBeHHON

rpaxkaaHckon cimyxxo6e Poccutickoit denepanumny;

1.2.3. ®enepanbHoro 3akoHa ot 27 utonst 2006 1. Ne 152-®3 «O nepcoHAIbHBIX
JTAHHBIX»;

1.2.4. ®enepanpHoro 3akoHa oT 22 okTs0psa 2004 1. Ne 125-®3 «O06 apxuBHOM
nene B Poccniickont denepanmny;

1.2.5. ®enepanpHoro 3akoHa oT 27 utojsg 2010 r. Ne 210-d3 «O06 opranuzanuu
IIPENOCTABIIEHUS TOCYAAPCTBEHHBIX U MyHUIIMIIAIBHBIX YCIYI»;

1.2.6. ITloctanoBnenus IIpaBurensctBa Poccuiickonn @enepanuu ot 21 mapra 2012
r. No 211 «OO0 yTBepKICHMHM TEpeyHss Mep, HaIpaBJICHHbIX Ha oOecreyeHue
BBINIOJIHEHUS ~ O0SI3aHHOCTEH, TpeaycMOTpeHHbIX DenepanbHbiM  3aKOHOM  «O
NEPCOHANBHBIX JAHHBIX» W NPUHATBIMHU B COOTBETCTBUM C HHUM HOPMaTHUBHBIMHU
NpPaBOBBIMM  AKTaMH, OINEpPATOPAMH,  SBISIIOUIUMHUCA TOCYAApPCTBEHHBIMH  WJIU
MYHUIUTIATBHBIMU OPTaHAMK;

1.2.7. TlocranoBnenusi IlpaBurensctBa Poccuiickoii ®@enepauuu ot 01 HOAOps
2012 No 1119 «OG6 yTBepxkaeHnn TpeOOBaHMI K 3aIIUTE IEPCOHATBHBIX JAHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX»;

1.2.8. Ilpukaza ®CTIK Poccun ot 11 deBpans 2013 Ne 17 «O6 yTBepkaeHuu
TpeboBanuii o 3amuTe WHGOPMALMK, HE COCTABISIOLIEH TOCYJapCTBEHHYIO TalHY,
coJieprKalleicst B rocy1apCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAX»;

1.2.9. Tlpukaz ®CTIOK Poccum ot 18 deBpans 2013 Ne 21 «OO0 yTBepkacHUH
CocraBa u conepx’aHusi OpraHM3alMOHHBIX U TEXHUYECKUX MEp M0 00eCIIeYEHUIO

0e30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAILIMOHHBIX



CUCTEMAaX MEPCOHAIBHBIX JAHHBIX);
1.3. OtBerctBennblii 3a T3W Ha3HauaeTcs NpUKa30M HadadbHUKA Y4eOHOTO
LEHTpA.
2. DYHKIIUUN

OtBercTBeHHBIN 32 BU oTBeuaeT 3a:

2.1. Ocy1uiecTBlIeHHE BHYTPEHHETO KOHTPOJISA B CTPYKTYPHOM IMOJIpa3/IeICHUH.

2.2. Cobmonenue TpeOOBaHUM K 3aIUTe HHOOPMAIIUH.

2.3. JloBemeHwe [0 MAODKHOCTHBIX JIMI[ IIOJOKCHHM  3aKOHOJATEIIHCTBA
Poccuiickoit ®denepanuy, MpaBOBBIX aKTOB IO BoIpocaM o0pabOTKHM HHGOpMAaIUH,
TpeOOBaHUM K 3amuTe WHGOPMAIUU C COOTBETCTBYIOIIUMHU 3alUCSIMU B JTHEBHUKH
WHJMBUAYAJIbHO BOCTIMTATEILHON PabOTHI.

2.4. Ocy1iecTBIICHUE KOHTPOJIS 32 00pad0TKOM HH(POPMAITUH.

2.5. OpraHu3anuio KOHTPOJS 3a COOJIOJICHHEM WHCTPYKIIUH, OIpeCesSIommnX
3ajaun, (QYHKIMH, OTBETCTBEHHOCTb, MpaBa U OOA3aHHOCTU TOJI30BATEJICH IO
BOIIPOCaM 3alUThl UH(POPMAIUH.

2.6. Ouenky 3¢ (heKTUBHOCTH NPUMEHSIEMBIX MEp MO 00eCTIeUeHNI0 0€30MMaCHOCTH
uH(popManuu.

2.7. Opranusyetr pa3pabOTKy U KOHTPOJIb 3a ucnojaHeHueMm [lnana meponpustuit
10 3aIuTe UHPOPMAIIUU B CTPYKTYPHOM MOAPA3/ICICHUMU.

3. OBA3AHHOCTHU

OtBercTBeHHbI 32 BU 00s13aH:

3.1. IlpoBepsiTh coOIIOIEHNE TTPaBUII IOCTYTA K HHGOPMAIIUH.

3.2. IlpoBepsTh MOPSIIOK MPUMEHEHHUS CPEACTB 3alUThI HHPOPMAIIUH.

3.3. OpranuzoBsiBaTh 00pa0OTKY M UCIOJIb30BaHNE HH(OPMAITUU UCKIIOUUTEITHEHO
B IIEJISX, IPEAYCMOTPEHHBIX HOPMAaTUBHBIMH IPABOBBIMU akTamMu PO.

3.4. OpranuzoBbiBaTh oOecrieyeHue O€30MacCHOCTH HHGPOPMALMK TpedyeMoMy
YPOBHIO 3alTUIIICHHOCTH.

3.5. OcymiecTBasiTb KOHTPOJb COJEpXKaHusi U oObemMa o0pabaThIBaeMbIX
nH(OPMAITUU U COOTBETCTBHS UX TIEPEUHIO.

3.6. Ompenendars MNOPSIAOK H YCJIOBUA NPUMEHEHHS OPraHU3aIlMOHHBIX U
TEXHUYECKUX Mep M0 00OecrneueHruto 0e30macHOCTH MHGOpMAIMK HEOOXOAUMBIX TPHU
00paboTKe U BHITIOJIHEHUH TPEOOBAHMM K 3aIuTe WHPOPMAIIMU, UCTIOJHEHNE KOTOPHIX
o0ecreynBaeT yCTAaHOBJICHHBIE YPOBHU 3aIIUIIIEHHOCTH UH(POPMAIIUH.

3.7. TlpoBomuth aHamu3 3(G(HEKTUBHOCTH TMPUMEHEHHUS MEp I10 OO0ECIICUCHHIO
6e3omacHoCTH HH(POPMAITUH.

3.8. KoHTponupoBaTh COCTOSITHME yde€Ta MalIMHHBIX HOCUTEIEH HHQpOpMalUU |
HOCHTEJICH KIIF0UeBOW MH(OpMaIuu.

3.9. KoHTpoaupoBaTh pOBEJEHUE MEPOINPHUATHI BOCCTAHOBIICHUIO MH(pOpMAITUH,
MOAW(PUITMPOBAHHBIX WM  YHUYTOXKCHHBIX  BCJICJCTBHE HECAHKITMOHHMPOBAHHOTO
JIOCTyTA K HEW.

3.10. KonTponupoBaTh MNPOBEAECHUE MEPONPUATUA MO PE3EPBUPOBAHUIO
uH(popManuu.

3.11. O3HakOMIISATH, JOOJPKHOCTHBIX JIMI[ C IIOJIOKEHHSIMH 3aKOHOJATEIbCTBa



Poccuiickonn ®@enepauyii ¢ 3aHECEHHMEM COOTBETCTBYIOIIMX 3aIllUCEd B KypHAI
O3HAKOMJIEHUSI.

3.12.  IlpoBoauTh MepompusiTHs MO  3amMTe HWHGOPMALMU  COIJIACHO
YTBEPKACHHOMY ILIAHY.

3.13.  OcymecTBisITh KOHTPOJIb BBIOJHEHHUS TpeOOBaHMN JEHCTBYIOIIUX
HOPMATUBHBIX JTOKYMEHTOB IO BOIIPOCaM 3alIUTHl HHPOPMAIIH.

3.14. TlpoBoauTh 3aHATHS C TOJB30BATENSIMU MO MpaBuwiIaM paboTel Ha APM,
ocHamleHHbIX C3W, W 1O H3y4YEHUIO PYKOBOIAIIMX JTOKYMEHTOB IIO BOIIpOCam
obecrieueHus: 6€30MacHOCTH HH(OPMAIIUH.

3.15. VYuyacTBOBaTh B pacciICNOBAaHWM MPUYAH COBEPLICHUS HAPYLICHUIN
0e301macHOCTH HH(pOPMAITUH.

3.16. T'OTOBUTH NMPOEKThl BHYTPEHHHX HOPMATUBHBIX AKTOB YUPEKICHHS IO
CBOEMY HAITPaBJICHUIO ACSATEIbHOCTU U MPEACTABIATh HA YTBEPKACHUE PYKOBOAUTEIIO
YupexaeHus.

4. IPABA

OtBercTBeHHbIN 32 BU nmeer npaso:

4.1. TpeboBaTh OT BCeX MOJIb30BaTENEH MHPOPMALMOHHBIX CUCTEM BBINOJHEHUS
YCTAaHOBJICHHBIX MpaBwi 00pabOTKM HMHPOPMALMK, HHCTPYKUMA U APYTHX
HOPMATHUBHBIX IPABOBBIX JOKYMEHTOB 110 00ECIEYEHUI0 0€30MIaCHOCTH HH(POPMALIHH.

4.2. 3anpammBaTh y JOJDKHOCTHBIX JIML HMH(OpMaLMio, HEOOXOAUMYIO st
peanu3anry MOJHOMOYHIA.

4.3. VYyactBoBaTh B pa3pabOTKE MEPONPHUATHI MO COBEPIIEHCTBOBAHUIO
6e3omacHOCTH UH(OPMAITUH.

4.4. TpeboBaTh mnpekpaieHuss oOpaboTku WHOOpPMAIMU B ClIydae HapyIICHUS
YCTaHOBJIEHHOTO MOpsJKa pa0dOT WM HapylleHHs (QYHKIMOHUPOBAHUS CPEICTB U
CHCTEM 3allluThl HH(OPMALIUU.

4.5. OcyumecTBiIsITh MNPOBEPKH 1O KOHTPOJIO COOTBETCTBUS 00pabOTKU
uH(popmauu TpeOOBaHUAM K 3aLIUTE UHPOPMALIUH.

4.6. TpeboBaTh OT OTBETCTBEHHBIX JOLKHOCTHBIX JIML] YTOUYHEHHUS, OJIOKUPOBAHUS
WIM  YHUYTOXKEHUS HEJAOCTOBEPHOW, WJIM TOJYYEHHOW HE3aKOHHBIM MyTEM
uH(popManuu.

4.7. VauuuupoBaTh MNPOBEIACHUE paccieloBaHUM 1o (akTtaM HapylIeHUs
YCTaHOBJICHHBIX TpeOOBaHUI 0OecreyeH sl 3alUThl, HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
yTpaThl, MOAU(HUKALMK, MOPYM 3alUIIaeMON HHOpPMALMU UM  TEXHUYECKUX
KOMITOHEHTOB BBIYHCINUTEIbHON TEXHUKH.

4.8. YuacTBOBaTh B aHAJIM3€ CUTYyallM, KacatOIUXCsl (PYHKIIMOHUPOBAHUS CPE/ICTB
3alUThl THGOPMAIIUU U pacciieJoBaHusl (PaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

4.9. TlpuMeHATH Mepbl MO MPHUOCTAHOBICHUIO WM MPEKpaLIEHUI0 00paboTKu
uHbOpMaIlMK, OCYIIECTBISEMON C HapylleHHeM TpeOOBaHUIl 3aKOHOJATENbCTBA
Poccuiickon denepanum.

4.10. BHOCUTB IIPEMJIOKEHNS O COBEPUIEHCTBOBAHUM MTPABOBOT0, TEXHUYECKOTO U
OpraHU3aIllMOHHOIO PETYJIMPOBaHUs O0ecreueHus: 0€30MacHOCTH WH(POpMAIMU TIPU UX
oOpaboTke.



5. OTBETCTBEHHOCTbD

OtBercTBeHHbIH 3a bW HECET OTBETCTBEHHOCTh B Mpeleax, ONPEACTIEHHBIX
JNEHUCTBYIOIIMMU HOPMATUBHBIMH IOKYMEHTaMH:

5.1.3a HeHamiexaniee HCIOJIHEHHE WM HEUCIIOJIHEHHE CBOUX CIIYKEOHBIX
00S3aHHOCTEH, MPEAYCMOTPEHHBIX  HACTOSIIUM  JIOJDKHOCTHBIM  PETrJIaMEHTOM
(IOMKHOCTHOM MHCTPYKIIUEH ).

5.2. 3a HeNpaBWIBHOCTh M HENOJHOTY HCIIOIb30BAaHUS INPEIOCTABICHHBIX €MY
pas.

5.3. 3a mpaBOoHapyLIEHUS, COBEpPUICHHBIE B IPOLECCE OCYILIECTBICHHS CBOEH
NEATEIbHOCTH.

5.4. 3a peanu3anuio NpUHATON MOJIUTUKUA HH(OPMALIMOHHON O€30M1aCHOCTH.

5.5. 3a pasrnameHue CcBeIEHUM, KOH(UICHIMAIBHOTO XapakTepa, CTaBIIUX
U3BECTHBIMU €MY 10 POy pabOThI.

3amecTuTe/Ib JUPEKTOPA N0 YUeHHOH padoTe
: i A.A. Bapaamos




[punoxenne Ned
k npukazy aupekropa 'KOY Camapckoit obnmactu
"VaebHo-meToanueckuit nentp mo 'O n UC
ot «30» nexabpst 2022 No70

Yr1Bepxaaro
Hupexrop 'KOY Camapckoit o6aactu

"VuebHo-me cxupgenTp mo 'O u YC"
C.A. [IpsikoB
«30% nexééps 2022 r.

NHCTPYKIUA
OTBETCTBEHHOMY 3A OPTTAHM3AILINIO OBPABOTKH U OBECIIEYEHUA
BE3OITACHOCTHU HH®OPMAILIMU OT'PAHUYEHHOI'O PACITOCTPAHEHUASA
OFBEKTOB HH®OPMTU3ALIUUU B TKOY CAMAPCKOM OBJIACTH
«YYEBHO-METOJAWYECKHM LIEHTP 110 I'O U YC»

1. OBIIME ITOJIOKEHU A

1.1. JIomKHOCTHAsE MHCTPYKIMSI OTBETCTBEHHOT'O 3a OpPraHM3alui0 oOpabOTKU U
oOecrieyeHus: 0€30MaCHOCTH HHPOPMALIUA OTPAHUYEHHOT'O PAaCPOCTPAHEHUS OOBEKTOB
nHpopmatuzanuu B Yupexaenuu (ganee - MHCTpyKius) onpenensier, 00s13aHHOCTU U
npaBa JIMLAa, HA3HAYEHHOrO OTBETCTBEHHBIM 33 OpraHu3aluil o0paboTKH U
oOecrieyeHus: 0€30MaCHOCTH HHPOPMALIUA OTPAHUYEHHOT'O PAaCPOCTPAHEHUS OOBEKTOB
uH(pOpMATH3alKHU B YUpexkIeHUH (fanee - oTBeTCTBeHHBIH 32 BUOP),

1.2. UHcTpykuust pazpaboTaHa B COOTBETCTBUU C TPEOOBAHUSMU:

1.2.1. Tpynosoro konekca Poccuiickoit @enepanuu;

1.2.2. ®enepanbuoro 3akoHa ot 27 utonst 2004 r. Ne 79-@3 «O rocynapcTBeHHON

rpaxxaaHckon ciyxo6e Poccuiickoit deneparuny;

1.2.3. ®enepanbroro 3akona ot 27 utoins 2006 r. Ne 152-03 «O mepcoHaIbHBIX
JTAHHBIX»;

1.2.4. ®enepanpHoro 3akoHa ot 22 okTs0pst 2004 1. Ne 125-03 «O06 apXxuBHOM
nene B Poccuiickoit @enepannmny;

1.2.5. ®enepanbHoro 3akoHa oT 27 utons 2010 r. Ne 210-d3 «O6 opranuzanuu
MPEI0CTABIEHUS TOCYAAPCTBEHHBIX U MYHUIIUTAIBHBIX YCIYT»;

1.2.6. ITloctanosnenus IIpaBurensctBa Poccuiickont @enepanuu ot 21 mapra 2012
r. Noe 211 «OO0 yTBepkAEHHHM TIE€pEeYHs Mep, HaMpaBIEHHbIX Ha o0ecreyeHue
BBIMIOJIHEHHUsSI  OOS3aHHOCTEM, mNpeaycMOTpeHHBIX DeaepanbHbIM  3akoHOM  «O
NEPCOHANBHBIX JAHHBIX» W NPUHATBIMH B COOTBETCTBHM C HHMM HOPMAaTUBHBIMU
IPaBOBBIMM  AKTaMH, OIEPATOPAMHM, SBILSIFOLIMMUCA TOCYAAPCTBEHHBIMH  WJIU
MYHHUITUTIATBHBIMU OPTaHAMID;

1.2.7. TlocranoBnenus IlpaButensctBa Poccuiickoit ®@enepamnu ot 01 HOAOps
2012 No 1119 «OG6 yTBepxkaeHnn TpeOOBaHMI K 3aIIUTE IEPCOHATBHBIX JAHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIXY;

1.2.8. ITpukaza ®CTIK Poccuu ot 11 ¢eBpans 2013 Ne 17 «O6 yTBepkaeHUH
TpeOGoBanuii o 3ammre WHGOPMAIMK, HE COCTABISIOLIEH TOCYJapCTBEHHYIO TalHY,
coJiepKalleicst B roCyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX);

1.2.9. Ilpukaz ®CTIK Poccuu ot 18 depans 2013 Ne 21 «O6 yrBepkIeHUU



CocraBa U cozep:kaHus OpraHU3alMOHHBIX U TEXHUYECKUX MEp 110 00ECIIEUEHHUIO
0€30MacHOCTH MEePCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MH(GOPMALMOHHBIX
CHCTEMax MEePCOHATBHBIX JAHHBIX);
1.3. OtBerctBennbiii 3a T3M Ha3HauaeTcs NpPUKA30M HaAYaIbHUKA Y4YEOHOTO
LIEHTpa.
2. ®DYHKIINN

OtBercTBeHHbIN 3a BMIOP oTBeuaeT 3a:

2.1. Ocy1iecTBlICHHE BHYTPEHHETO0 KOHTPOJIS B CTPYKTYPHOM TOAPA3/IEICHUN;

2.2. Cobmonenue TpeboBaHUH K 3antuTe HHPoOpMaIuy;

2.3. JloBemeHwe A0 MAOJDKHOCTHBIX JIMI[ IIOJOKEHHMM  3aKOHOJATCILCTBA
Poccuiickoit ®denepanuu, MpaBOBBIX aKTOB IO BoIpocaM o0pabOTKHM HHGOpMAaIUH,
TpeOOBaHUM K 3aluTe WH(OpPMAlMK C COOTBETCTBYIOIIMMH 3alUCAMH B JTHEBHHUK
WHJMBUAYAJIbHO BOCTIMTATEILHON PabOTHI;

2.4. OcyuiecTBiI€HHE KOHTPOJIA 3a 00pab0OTKON MHPOPMALIHH.

2.5. Opra"u3auuio KOHTpPOJS 3a COOJIOJ€HMEM MHCTPYKLUHW, OIMpPEeaessIoInX
3amaun, (QYHKIMH, OTBETCTBEHHOCTb, MpaBa U OOS3aHHOCTU TOJIb30BaTENCH IO
BOIIPOCAM 3allUThl THPOPMALIMH

2.6. Onenky 3 PpeKTUBHOCTH MPUMEHSAEMBIX MEp MO 00€CIeUEeHNI0 0€30M1aCHOCTH
uH(popManuu.

2.7. OpraausyeTr pa3pabOTKy W KOHTPOJIb 3a ucnojgHeHueMm [lmana meponpusTuii
110 3amuTe UHPOPMAITUU B CTPYKTYPHOM ITOAPA3/ICICHUY.

3. OBA3AHHOCTHU

OtBetctBenHbI 32 BUOP 00s3aH:

3.1. TlpomepsaTh coOnrofeHHe MNpaBuUil JAocTyna K HWHGOPMAIMK OrPaHUYEHHOTO
pacmpocTpaHeHUSI.

3.2. IIpoBepsTh MOPSAIOK NPUMEHEHHUS CPEJCTB 3AIIUTHI HH(OPMAIIH.

3.3. OpranuzoBbiBaTh 00pabOTKYy M HCHOJb30BaHHE HHGPOPMALUA OrPAHUYEHHOTO
pacmipocTpaHeHUsI UCKITIOYUTEIBHO B IEJSAX, MPEIyCMOTPEHHBIX HOPMATHBHBIMHU TPAaBOBBIMU
akramu PO.

3.4. OpranuzoBbiBaTh o0ecreyeHne 0e30macHOCTH HMHQPOPMAIUU OTPAHHYEHHOTO
pacmpocTpaHeHus: TpeOyeMOMY YPOBHIO 3aIIUIIICHHOCTH.

3.5. OcyiecTBIATh KOHTPOJIb COJIEPKaHUsI U 00beMa 0O0pabaTbiBaeMOi MH(GOPMALIUU.

3.6. OnpenensaTe MOPSIIOK M YCIOBUS NMPUMEHEHHUS OPraHU3AlMOHHBIX U TEXHUYECKHUX
Mep Mo o0ecrnedeHuio Oe30MmacHOCTH HWH(OpPMalMK OrpaHUYEHHOTO PaCHpPOCTPAHEHUS
HEOOXOAUMBIX TIPU 00paOOTKE M BBHITIOJHEHUH TPEOOBAHUMN K 3aIIUTE KOTOPHIX 00eCTeunBaeT
YCTaHOBJIEHHBIE YPOBHH COCTOSIHUE Yy4eTa HOCHTENeH KOH(UICHIHMAIbHOW HWH(OpMAIHH,
UCTIOJHEHUE 3alIMIEHHOCTH HH(OpMaLuu.

3.7. IlpoBoauth aHamu3 d3(PGEKTUBHOCTH TMPUMEHEHHUS Mep MO O0eCIeUCHUI0
0€30MacHOCTH UH(POPMALIUH.

3.8. KoHTponupoBaTh COCTOSIHUE YIETOB HOCUTENEH KOH(PHUISHIINATEHOW HH(OpMAITHIH;

3.9. KonTponupoBaTh TPOBEACHUE MEPOINPHUATHN IO BOCCTAHOBICHUIO HH(POpPMAITU
OTPaHWYCHHOTO PACIpPOCTPAHCHUS, MOAU(UIMPOBAHHOW WM YHUYTOKEHHOW BCIICACTBHE
HECAHKIIMOHUPOBAHHOTO JOCTYTIA K HEl;

3.10. KonTponupoBarh MpoBeIeHUE MEPONPHITUN MO pe3epBHUPOBAHUIO MH(OpMALIUU
OTPaHUYCHHOTO PACIPOCTPAHEHHUS;



3.11. O3HaKOMIIATH NOJKHOCTHBIX JIML C IOJIOKEHUSIMHU 3aKOHOAATENbCTBAa Poccuiickoit
®enepalil ¢ 3aHECEHUEM COOTBETCTBYIOIIMX 3aMUCEN B KYpPHAJI 03HAKOMIICHUS;

3.12. ITpoBOAUTE MEPONIPUSTHS PACIIPOCTPAHEHUS COIVIACHO YTBEPXKAEHHOMY ILIAHY;

3.13. Ocy1miecTBasATh KOHTPOJIb BBINOJIHEHUSI TPeOOBaHUN NEHCTBYIOIIUX HOPMAaTUBHBIX
JOKYMEHTOB 110 BOIIPOCAM 3aIlIUThl HHPOPMALIUK OTPaHUYEHHOIO PAaCIPOCTPAHEHNUS;

3.14. IlpoBoauTh 3aHATHS C TOJB30BAaTEIsIMU MO MpaBuiaM padboTel Ha APM,
ocHanleHHbIX C3U, ¥ 1Mo M3y4eHHI0 PYKOBOISALIMX JOKYMEHTOB IO BOIpocaMm oOecnedeHus
6e3omacHOCTH HH(OPMAIIUH.

3.15. YyacTtBOBaTh B paccieOBAaHMM NMPUYMH COBEPUICHHUS HapyIIEHHI Oe30MacHOCTH
UH(pOpMaLMK OTPAHUYEHHOTO PaCIPOCTPAHEHHUS.

4. IPABA

OTtBetcTBeHHbIN 3a BU nmeet npaso:

4.1. TpeGoBaTh OT BCEX MOIb30BaTeNe MHPOPMAIIMOHHBIX CHUCTEM BBIOJTHEHUS
YCTAaHOBJICHHBIX MPAaBWJI 00paOOTKH MH(POpPMALUU OTPAHUYEHHOIO PaCIpOCTpPaHEHUS,
UHCTPYKIIM M JPYrUX HOPMATHUBHBIX NPABOBBIX JOKYMEHTOB II0 OOECIEUYEHHIO
6e3omacHOCTH UH(POPMAITUH.

4.2. 3anpammBaTh y JOJDKHOCTHBIX JIML HMH(OpMaLMio, HEOOXOAUMYIO st
peanu3anry MOJHOMOYHIA.

4.3. VYyactBoBaTh B pa3pabOTKE MEPONPUATHI MO COBEPIICHCTBOBAHUIO
0e3omacHOCTH HH(OPMALIUK OTPAHUYEHHOTO PAaCIPOCTPaHEHUS.

4.4. TpeboBaTh mnpekpaieHuss oOpaboTku WHOOpPMAIMU B Clydae HapyIICHUS
YCTAaHOBJICHHOTO TMOpsAAKa paOOT WM HapyleHUus (QYHKUMOHUPOBAHMS CPEACTB U
CUCTEM 3aIUThl HHPOPMALIUH.

4.5. OcyumecTBiIsITh MPOBEPKH 1O KOHTPOJIO COOTBETCTBUS 00pabOTKU
uH(popmanuu TpeOOBaHUAM K 3alIUTE MH(POPMALIMK OTPAHUYEHHOTO PACIIPOCTPAHEHUS.

4.6. TpeboBaTh OT OTBETCTBEHHBIX JOLKHOCTHBIX JIML] YTOUYHEHHUS, OJIOKUPOBAHUS
WIM  YHUYTOXEHUS HEJAOCTOBEPHOW, WJIM TMOJYYEHHOW HE3aKOHHBIM IyTEM
uHdopMaIuu.

4.7. VaunuupoBaTh TMPOBEJACHUE paccieloBaHUM 10 (akTaM HapylIeHUS
YCTaHOBJIEHHBIX TpeOOBaHUI 0OecredeH sl 3alUThl, HECAHKIIMOHUPOBAHHOTO OCTYIIa,
yTpaThl, MOAU(UKALMK, MOPYM 3alUIIaeMON HHGOpPMALMU UM  TEXHUYECKUX
KOMITOHEHTOB BBIYHCINUTEIbHON TEXHUKH.

4.8. YuacTBOBaTh B aHAJIW3€ CUTYyalUH, KacatoIUXCsl (PYHKIIMOHUPOBAHUS CPECTB
3alUThl THPOPMALIUK U pacciieloBaHUs (PaKTOB HECAHKLMOHUPOBAHHOIO JOCTYTIA.

4.9. IlpuMmeHATh Mepbl MO MPUOCTAHOBICHUIO WM MPEKPAlIeHUI0 00pabOTKU
uH(popMaIuu, OCYIIECTBISIEMOM C HapylIeHMEeM TpeOOBaHMM 3aKOHOJATENbCTBA
Poccuiickon denepanum.

4.10. BHOCUTBH IIPEMJIOKEHUS O COBEPILICHCTBOBAHUH IPABOBOT0, TEXHUYECKOTO U
OpPraHU3allMOHHOTO  pEeryiupoBaHusi oOecreyeHusi 0e30mMacHOCTH  MHGOPMALMU
OTPaHMYEHHOI0 PacCIpPOCTPaHEHUs MIPU UX 00paboTKe.

5. OTBETCTBEHHOCTbD

OtBercTBeHHbIW 3a BM HECET OTBETCTBEHHOCTh B TMpejenax, OMpeaesIEHHBIX
JIEVUCTBYIOIIMMHA HOPMAaTUBHBIMU JOKYMEHTAMU:
5.1.3a HeHamnexariee UCIOJHCHUE WIM HEUCIOJHEHWE CBOMX CIY)KEOHBIX



00s3aHHOCTEHW, MPEAYCMOTPEHHBIX  HACTOAIIMM  JOJIKHOCTHBIM  pPErjaMeHTOM
(IOMKHOCTHOM MHCTPYKIIUEH ).

5.2. 3a HenpaBWIBHOCTh M HEMNOJHOTY HCIIOIb30BaHUSA MPEIOCTABICHHBIX €MY
npas.

5.3. 3a mpaBoHapylICHUS, COBEPIICHHBIE B IPOIECCE OCYIIECTBICHUS CBOEH
NEeSATEIbHOCTH.

5.4. 3a peanuzaiuio NPUHATON MOJIUTUKUA HH(HOPMALIMOHHON OE€30MaCHOCTH.

5.5. 3a pasrnamieHue CBeIEHUN, KOH(HUICHIMAIBLHOTO XapaKTepa, CTaBIIUX
M3BECTHBIMU €MY 110 POy PaOORBI.

|\

3amecTuTe b TUPEKTOPA 110 YUeOHOI padoTe
K' ) A.A. Bapiamosn
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NHCTPYKIUA
AIMUHUCTPATOPY BE3OIIACHOCTHU UTHO®OPMALIIMUU U UTHOOPMALIUHN
OI'PAHUYEHHOI'O PACIIPOCTPAHEHMS B TKOY CAMAPCKOM OBJIACTH
«YYEBHO-METOIWYECKHWHI HEHTP IO I'O M YC»

1. OBIIME ITOJIO’KEHU A

1.1. JloJKHOCTHAsi MHCTPYKLHMS aJIMUHUCTpaTtopa 0e30macHOCTH MHGPOpMaluu B
Yupexnenun (nanee - WHCTpykuus) ompeaensieT, OO0sS3aHHOCTH M MpaBa JIMIIA,
Ha3HAYEHHOTO aJMUHUCTpaTtopa Oe3omacHOCTH MHMOpMauuu B YupexaeHuu (paiee -
OTBETCTBEHHBIN 32 AaMmuHUCTpaTop BU).

1.2. MucTpyKus pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSMU:

1.2.1. TpynoBoro koaekca Poccuiickoit @enepanuu;

1.2.2. ®enepanbroro 3akona ot 27 uronst 2004 r. Ne 79-03 «O rocynapcTBeHHON

rpaxkaaHckon cimyxxo6e Poccutickoit denepanumny;

1.2.3. ®enepanbHoro 3akoHa ot 27 utonst 2006 1. Ne 152-®3 «O nepcoHAIbHBIX
JAHHBIX;

1.2.4. ®enepanpHoro 3akoHa oT 22 okTs0psa 2004 1. Ne 125-®3 «O06 apxuBHOM
nene B Poccniickont denepaunmny;

1.2.5. ®enepanpHoro 3akoHa ot 27 utonsg 2010 r. Ne 210-d3 «O06 opranuzanuu
IIPENOCTABIIEHUS TOCYAAPCTBEHHBIX U MyHUIIMIIAIBHBIX YCIYI»;

1.2.6. ITloctanoBnenus IIpaBurensctBa Poccuiickonn @enepanuu ot 21 mapra 2012
r. Noe 211 «OO0 yTBepkA€HHM TIE€pEeYHs Mep, HaINpaBIEHHbIX Ha o0ecreyeHue
BBINIOJIHEHUST ~ O0SI3aHHOCTEH, TMpeaycMOTpeHHbIx DenepaibHbIM  3akOoHOM  «O
NEPCOHANBHBIX JAHHBIX» W NPUHATBIMHU B COOTBETCTBUM C HHUM HOPMaTHUBHBIMHU
NpPaBOBBIMM  AKTaMH, OINEpPATOPAMH,  SBISIIOUIUMHUCA TOCYAApPCTBEHHBIMH  WJIU
MYHUIUTIATBHBIMU OPTaHAMK;

1.2.7. TloctanoBnenus IlpaButensctBa Poccuiickoit ®@eaepaunuun ot 01 HOAOps
2012 No 1119 «OG6 yTBepxkaeHnn TpeOOBaHMI K 3aIIUTE IEPCOHATBHBIX JAHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX»;

1.2.8. Ilpukaza ®CTIK Poccun ot 11 deBpans 2013 Ne 17 «O6 yTBepkaeHuu
TpeboBanuii o 3amuTe WHGOPMALMU, HE COCTABIIAIOIIEH TOCYIapCTBEHHYIO TaiiHy,
coJieprKalleicst B rocy1apCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAX»;

1.2.9. Tlpukaz ®CTIOK Poccum ot 18 deBpans 2013 Ne 21 «OO0 yTBepkacHUH
CocraBa u conepx’aHusi OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ECIEUEHHUIO

0€30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU MX 00pabOTKe B MH(MOPMAIMOHHBIX



CUCTEMAaX MEPCOHAIBHBIX JAHHBIX);

1.2.10. Ipuka3za ®enepanpHoii cnyx0b1 6e30macHocT Poccuiickoit denepanuu ot
10 uronst 2014 Ne 378 «OO6 yrBepxkaennn CocTaBa U coAep KaHUS OPTaHU3ALMOHHBIX U
TEXHUYECKUX Mep MO0 o0ecredeHnto 0e30MmacHOCTH MH(popMaIuu mpu ux oOpaboTKe B
UHPOPMAIIMOHHBIX ~ CHUCTEeMaX  HMHPOpMAIMM €  HCIOJb30BAaHHUEM  CPENICTB
KpunTorpadguueckoil  3amuThl  HUHPOpPMAIMH, HEOOXOAMMBIX I  BBINOJIHEHUS
ycraHoBieHHbIX IIpaButensctBoM Poccuiickoit ®enepanuu TpeOOBaHUN K 3alIUTe
uHGOpMaLK AJIs KaXA0T0 U3 YPOBHEH 3aIMILIEHHOCTI.

1.3. Aamunuctparop bU HazHavaercs npuka3zoM HayalbHUKA YUpPEKICHHUS.

2. ®YHKIIUH

2.1. Aopmunuctparop bU oTBeuaer 3a:

2.1.1. ConpoBoxaeHue cpeiacts 3ammrtbl uHopmanuu (manee - C3U1) (B ToMm
yucie KpUNTorpapuyeckux, MHUQPPOBATBHBIX) OT HECAHKIIMOHUPOBAHHOIO JOCTYIA U
OCHOBHBIX TeXHHUECKUX cpeacTB (aanee - OTC).

2.1.2. Opraau3zanmio pa3rpaHuyeHus T0CTyTa.

2.1.3. Tlognepxanue pabOTOCHOCOOHOCTH AaBTOMATU3MPOBAHHBIX PAa0OUYUX MECT
(manee - APM).

2.1.4. OpraHuzanuio mnopsiaka y4yera 3JEKTPOHHBIX HOCHUTENEed HHpOpMalnuen u
HOCHUTeJeH KIIF0UeBON nH(popMaruu.

2.1.5. Opranuzanuio nopsijika yuera, XpaHeHust 1 00paleHus ¢ JOKYMEHTaMH.

2.1.6. OGecrieueHue pe3epBHOTO KOMMPOBAHUS M BOCCTAHOBIIEHUS HH(OpMaIuu.

2.2. Aamunuctparop BU mnpucBamBaer mnonb3oBaTensIM UACHTU(PUKAIIMOHHbBIE
JAHHbIE W TIpaBa JOCTYNAa M KOHTPOJHUPYET HUX COOTBETCTBHE. IIpum 3TOM HOJKHBI
BBITIOJIHATHCS CIAEAYIOLUE TPEOOBAHNUS:

2.2.1. Anmunuctparop bW paspabaTeiBaeT NOJUTUKY U3MEHEHUS YYETHBIX
JAHHBIX MOJIb30BATENEH U MEPUOINYECKH KOHTPOIHUPYET €€ COOI0/ICHHUE;

2.2.2. Anvmunuctparop bUM mnepemaer mNoap30BaTEN0 €r0  NEPCOHAIBHBIN
UACHTUPUKATOPD M COOOLIAeT TMOJIb30BATEN0 €ro Mapojib, COOTBETCTBYIOUIUMN
TpeOOBAHMIM NapOIbHON MOTUTHKY;

2.2.3. Apmunuctparop BU obecnieunBaeTr mepecMoTp M, IpU HEOOXOIWMOCTH,
KOPPEKTUPOBKY YUETHBIX 3aIMCEN MOJIb30BATENEH €KEKBAPTAIBHO;

2.2.4. Anpmunuctparop B obGecrneunBaeT yHHUYTOXKEHUE BPEMEHHBIX YUETHBIX
3alMCe MOJb30BATENEH, MPEIOCTABIECHHBIX UIsl OJHOKPATHOrO (OrpaHMYEHHOIO IO
BPEMEHH ) BITIOJTHEHUS 3a/1a4.

2.3. Anmunauctparop bU paszpabarbiBaeT W KOHTPOJHPYET PpPeaTU3aAIMIO
AHTUBUPYCHOU MOJIUTUKH, & UMEHHO:

2.3.1. Kontponupyet paboTOCIIOCOOHOCTh CPEJICTB AaHTUBUPYCHOM 3aIIUTHI;

2.3.2. PearupyeT Ha TMOSBJICHHE JIOOBIX COOOIIEHUN CPEJCTB AHTHUBUPYCHOM
3aIlUTHI;

2.3.3. Nmeer mpaBo Ha MPOBEICHHE BHEIUIAHOBOM IPOBEPKH HA IMPUCYTCTBUE
BHUPYCOB;

2.3.4. [lepnonnuecku OOHOBIISIET AHTUBUPYCHBIE 0a3bl JTAHHBIX.



2.4. Anmunuctpatop BU mpousBoauT pe3epBHOE KOMUPOBAHKE U BOCCTAHOBJICHHE
CUCTEMHOTO W MPHKJIAJHOTO MPOTPAMMHOTO OOECTEeUEHUs, BBIMOIHSS CIEIyIOIINe
TpeOOBaHUS:

2.4.1. OO06s3aTenpbHOEC PpE3epBHOC KOMHPOBAHHWE TMPOU3ZBOJUTCA B  CiIydae
oOHapy>KEeHHsI HEUCTIPABHOCTEH B pad0TE TEXHUIECKUX CPEIICTB;

2.4.2. Jlomyckaercsi OOOCHOBaHHOE BHEIUIAHOBOE PpE3EPBHOE KOIMHUPOBAHUE
uHbopMallMu MO WHULMATUBE aaMmuHHcTpatopa Wb, ecnmu 3T0 He Hapymiaer
TEXHOJIOTHIO 00pabOTKU UH(POPMAITUH;

2.4.3. Pe3epBHble KOMMM C CHUCTEMHBIM H TMPUKIAJHBIM [POTPAMMHBIM
oOecrieyeHneM XpaHsITCs Ha CheMHBIX JIUCKaX y aIMUHUCTpAaTOpa 0€30MacHOCTH;

2.4.4. B nipouiecce u no Mepe yctpaneHus: cooeB aamuHucTtparop b npoussoaut
BoccTaHoBiIeHue nHpopmanuu u C3U;

2.4.5. Bce omepanuu 10 pE3epBUPOBAHUI0O U BOCCTAHOBJIEHUIO HWH(MOpMAIUH
JIOJKHBI OBITh 3aPETUCTPUPOBAHBI.

3. OBA3AHHOCTH

Anmunuctparop BU o0s3aH:

3.1. 3Hatb © BBIIOJHATH TpPEeOOBaHUS JEHUCTBYIOIIUX HOPMATUBHBIX H
PYKOBOJSIIIMX JTOKYMEHTOB, a TaKXXE€ BHYTPECHHUMX HWHCTPYKLHMH W PacCHOpSKEHUH,
peraaMeHTHPYIOMMX HOPSAIOK IEHCTBUH MO 3alIUuTe HH()OPMALIUY;

3.2. 3HaTh NnepeueHb 3alUIIAEMbIX HH()OPMALIMOHHBIX PECYPCOB;

3.3. 3HaTh 3KCIUTyaTalMOHHYIO M TEXHHUYECKyl0 JokyMeHTtanuioo C3U u cpencts
KpunTorpaduueckoil 3amuTel HHGOpPMALINY;

3.4. OcCylecTBIsATh YCTAHOBKY, HACTPOMKY M COINPOBOXKIEHUE IPOrPAMMHOIO
obecneuenus u C3U;

3.5. YuacTBOBaTh B MPUEMKE HOBOTO MPOIPAMMHOI0 00ECTIEUEeHHUS;

3.6. IIpon3BoauTh HEOOXOAUMBIE HACTPOMKHU MOJCUCTEMBI YIIPaBICHUS JOCTYIIOM
AC ot HCJ/I u conpoBokaaTh UX B MPOLECCE IKCILUTyaTAlUH, TP 3TOM PEaAIM30BBIBAThH
MOJIHOMOYHSI JOCTyna (YTEHWE, 3alucCh) IS Ka)XJAO0ro MOJIb30BATENsl K 3JIE€MEHTaM
3alMIIAeMbIX HHPOPMAIIMOHHBIX pecypcoB ((aiiiam, Katajaoram, IpUHTEPY U T.11.);

3.7. BoccraHaBnMBaTh IPOTPAMMHYKO Cpedy, NpPOrpaMMHBIE CPEACTBA U
HACTPOUKH MexaHu3MoB 3amuThl OC mpu cOo0sX;

3.8. Opranu3oBarh y4eT MAIIMHHBIX HOCUTENCH HHPOpMAIIHH;

3.9. OcymiecTBIATh KOHTPOJIb paboTocnocodHoctu C3U;

3.10. CucTeMaTtuuecku MpoOBEPATH COCTOSIHUE HcoJib3yeMbix C3U, ocyiecTBIATh
BBIOOPOYHYIO ITPOBEPKY MPABUIBHOCTH UX HACTPOUKU;

3.11.  OcymiecTBasTh  NOAACPKKY  (DYHKIMOHUPOBAHUS  (HACTPOUKY W
COMPOBOXKICHNE) MpUMeHsAeMbIX Ha APM crernuanbHbIX MPOrpaMMHBIX U IPOTPAMMHO-
anmnapatHbix C3U;

3.12. OcymecTBiaaTh y4e€T M KOHTPOJIb 3a aKTHUBAIlMEH, OJOKUPOBAHUEM,
YHUYTOXEHUEM, COCTABOM U MOJTHOMOYHSIMU MOJIb30BATENECH;

3.13. Ocy1iecTBIATh KOHTPOJIb 3a Pa3AeICHUEM MTOJTHOMOYHUHN MOJIb30BATENEH;

3.14. OOecrneuuBaTh KOHTPOJIb 3@ CTPOTMM BBINOJIHEHUEM TpeOOBAaHUN TIO
oOecrieueHuto  Oe3omacHOCTH WHGOPMAIIUM TPU  OPraHHW3alMd  TEXHUYECKOTO
oOciyxxuBanusi APM u oTnipaBke uX B pEMOHT;



3.15. TpebGoBaTh OT moJb30BaTENIEH CTUPAHUSI OCTATOYHOM HWHQOpMaIMU Ha
HECHEMHBIX HOCUTENSIX WH(DOPMAITUU YCTAHOBIIEHHBIM TIOPSIKOM;

3.16. OcymecTBiATh KOHTPOJL 3a OO€CledeHHeM 3alluThl HH(OpManuu MpH
B3aMMOJICHCTBUM TOJIb30BaTeNeil ¢ WH(OPMALMOHHBIMU CETSIMH CBSI3U  OOIIETO
MOJIb30BAHUS;

3.17. VYdyacTBOBaTh B pPACCICNOBAHWM TNPUYMH COBEPLICHUS HApPYLICHUU
Oe3omacHoCcTH HH(POPMALIUH;

3.18. Oprann3oBbIBaTh 3aIIUTY TEXHUYECKUX CPEJCTB;

3.19. OcymecTBiATh KOHTPOJIb 332 HCHOJHEHUEM TMPAaBWI M  IPOLEAYDP
AHTUBUPYCHOW U TIApOJIHHOM 3aIIUT;

3.20. Bectu xypHaJIbI:

3.20.1. Yyera HEMITAaTHBIX CUTYALIUH;

3.20.2. PesepBupoBaHus HH(POPMAIMOHHBIX PECYpPCOB, HE OTHOCAIIMUXCS K
KOH(HUIECHIIUAIbHOU HH(pOPMAITUH;

3.20.3.  VYuera cpeAacTB  Kpunrorpaduueckod — 3allMThl  MH(pOpMaLuH,
AKCIUTYaTallMOHHOW M TEXHUYECKOMN JOKYMEHTALMKU K HUM, KITFOYEBBIX JOKYMEHTOB;

3.20.4. Yuera naponen.

3.21. PearnpoBaTh Ha COOOILEHHS TOJIB30BATENIEH O JIIOOBIX HEUCIPABHOCTAX B
paboTe OCHOBHBIX M BCHOMOTAaTeNbHBIX cpenctB u cucrtem, C3U, cucremHoro u
IPUKJIAJHOTO MPOrPAMMHOT0 00€CTIEeUEHNS;

3.22. ObGecneunBaTh (OCYIIECTBIIATh) CMEHY W BBOJ MapoJis IS pa3rpaHUuCHUS
JocTyna K MHQOPMAIIMOHHBIM pecypcaM IO0Jb30BaTeNel ¢ MEPUOJUYHOCTBI0 HE pexe
OJIHOTO pa3a B KBapTal;

3.23. Coob1marh 000 BceX HEUCIIPABHOCTSIX aIMapaTHO-TPOrPAMMHBIX CPEJICTB.

3.24. Heme[yieHHO CTaBUTh B M3BECTHOCTb OTBETCTBEHHOTO 3a oOOecreueHHe
Oe3omacHocTH HMH(pOpPMAUU 000 BCEX HEHUCHPABHOCTAX allapaTHO-TPOrPAMMHBIX
cpeactB [ IC u UCII.

3.25. HememyeHnHo cooOmarh OTBETCTBEHHOMY 3a oOecredeHue O0e30MacHOCTH
uHpopmanuu o0 umeBmuMx mecto nombiTkax HCJl Kk vHpoOpManuu M TEXHUYECKUM
CpPEICTBAM BBIYMCIUTEIBHON TEXHUKH, & TaKXKE MPUHUMATh HEOOXOAUMBIE MEpHI IO
YCTPaHEHHUIO HAPYILLICHUI:

3.25.1. YcTaHOBUTH NPUYUHBL, IO KOTOPBIM cTajl BO3MOkHBIM HC/J;

3.25.2. YCcTaHOBUTH TUYHOCTh HAPYILLIUTEIIS,

3.25.3. YcraHoBuUTh nocieAcTBUs, K KoTopbiM npusen HC/J;

3.25.4. 3adukcupoBath qokyMeHTanbHO cinydaid HCJI ¢ onmucanuem mpuunn HC/I,
MPEANO0IAraeMbIX WU YCTAHOBJIECHHBIX HAPYIIUTEIEH U MTOCIEACTBUI;

4. TIPABA

Anmunuctpatop BU nmeet npaso:

4.1. Ilomy4yats nOCTYI K IporpaMMHbIM U anmapaTtHseiM cpeactBam ['IC u UCII/,

CpelCTBaM MX 3allUThl, a TaKXKe MPOCMOTPY IMpaB JOCTyNa K pecypcaMm Ha
cepeepax ['MC, UCIIJ] u APM nons3oBareneil.

4.2. IlpoBouTh BHEIUIAHOBBIC MPOBEpkHU padoTocnocooHocTr C3U u cobmroaeHust
M0JI30BATENSIMU TEXHOJIOTUU 00paboTKH HHPOpMALIUK;

4.3. TpeboBarb OT mojb3oBarenell aBroMatusupoBaHHbix cucteM, [IC u UCII



BBITNIOJIHEHHSI HHCTPYKLMH 110 00eCcTIeueHUI0 O€30MMaCHOCTH U 3alUThl UHPOPMALUK.

4.4. VYdacTBOBaTh B CIYXEOHBIX paccleOBaHUSIX MO (¢akTaM HapyIICHUH
YCTaHOBJIEHHbIX  TpeboBaHMi  obOecrieueHUs MHGOPMAIMOHHONW  OE30MacHOCTH
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa, yTpaThl, MOpPYM 3alMIIaeMold HWH(OpMaLUu
TEXHUYECKUX KOMIIOHEHTOB.

4.5. OcylecTBIATh ONEPATUBHOE BMEIIATENBCTBO B PabOTy MOJB30BATENS MPH
SBHOM  yrpose Oe3omacHocTd HMHGpOpPMAIMM B  pe3yidbTaTe  HECOOTIOACHHUS
YCTaHOBJIEHHOM TEXHOJIOIMH OO0paOOTKH MH(OpPMAIMM U HEBBIIOJHEHUS TpeOOBaHMI
10 6€30MacCHOCTH.

4.6. BHOCUTB CBOM IIPEJIOKEHHUS 10 COBEPIICHCTBOBAHUIO MEP 3aAIUTHI.

4.7. O6paimaThCsi K OTBETCTBEHHOMY 3a oOecreueHue 0e30nacHOCTH HH(popmanuu
¢ TpeboBaHMEeM IpekpalineHust padboTel B aBToMatusupoBanHo cucreme, [ UC u UCI1/]
OpU HECOOJIIOJEHUH YCTAHOBJIIEHHOM TEXHOJIOTUH 00paboTKU HH(OpMaLuu U
HEBBINOJIHEHUN TPeOOBaHUI 110 0€3011aCHOCTH;

4.8. TpeOoBatTh OT MOJIB30BATENS U3MEHEHUS €TI0 apoJIs.

5. OTPAHUYEHUSA

Anmvunnctparopy bU 3anpemaercs:

5.1. Hcnonb3oBaTh cly’)keOHOE TMONOXKEHUE, CO3[aBaTh JIOXKHBIE WH(OOPMAIIMOHHBIC
COOOIIEHUS W YYEeTHBbIC 3allMCH TIOJb30BaTelei, MojydaTh JOCTyn K HWHOOpMalMH U
MPEAOCTaBISITh €ro JAPYTUM C IeJbI0 O3HAKOMJICHUS, MOAM(UKAIMU, KOMHPOBAHUS,
YHUYTOXKEHHUSI, OTOKUPOBAHUS IOCTyNa K HH(POpMaLIUH.

5.2. Hcrnonb3oBaTh CTaBIIME JOCTYNHBIE B XOJE€ HCIOJIHEHUS OO0S3aHHOCTEH
UACHTU(PUKAIMOHHBIC JlaHHbIE TOJIb30BaTeneil (UM, Mapojib, KIOYH U T.OL.) A
MACKHPOBAHUS CBOMX JICHCTBUM.

5.3. Hcnonws30BaTh B CBOMX W B YbMX-NTMOO JUYHBIX HHTEepecax pecypcbl MCII/,
MIPEIOCTABIISITH TAKYI0 BO3MOYKHOCTD APYTUM MOJIB30BATEIISIM.

5.4. llepenaBath TPETHUM JHIIAM TE€M WU HHBIM CIIOCOOOM CETEBBIE ajpeca, MMEHa,
napoJiv, H(GOpMaIUIO O MPUBWIETUAX MOJIb30BaTeNel, KOH(PUTYpaIlMOHHBIE HACTPOUKH;

5.5. IlpomsBoauth B pabodee Bpems IEHCTBHS, MPUBOIAINIME K COOIO, OCTaHOBKE,
3aMeUICHUI0 paboThl, OJIOKMPOBAHUIO JOCTYMa, motepe mHdopMmanuu 0e3 MmpeaynpexacHus
MI0JIB30BATEIEH.

5.6. Hapymiate mpaBuiia sKcruryaTaiuu 000py10BaHusI.

5.7. KoppekTupoBars, y1ajlaTh, HOAMEHSITh KYPHaJIbI.

6. OTBETCTBEHHOCTb

Anvunuctpatop bW HEc€r OTBETCTBEHHOCTh B NPEAENAX, ONPEACIEHHBIX
JNEeUCTBYIOIIIUMU HOPMATUBHBIMU JJOKYMEHTaMMU:

6.1. 3a HeHamnexaiiee HCIOTHEHUE WIM HEHUCIOJHEHUE CBOUX CIY)KEOHBIX
00sI3aHHOCTEHW, MPEAYCMOTPEHHBIX  HACTOAIIUM  JOJIKHOCTHBIM  PETJIaMEHTOM
(IOMKHOCTHON MHCTPYKIIUEH).

6.2. 3a HENpPaBUJIBLHOCTh M HEMOJHOTY HCIOJIb30BAHMS MPEAOCTABICHHBIX EMY
pas.

6.3. 3a mpaBOHApyIIECHUS, COBEPILICHHBIE B IPOIECCE OCYIIECTBICHHUS CBOEH
JEATEeIIbHOCTH.

6.4. 3a peanu3auio NPUHATON MOJUTUKUA HHOOPMAITMOHHONW O€30MTaCHOCTH.



6.5. 3a (GyHKIMOHUpPOBaHHE MPOTPAMMHO-TEXHHYECKUX M KPHUITOrpapuuecKux
CPEICTB 3aIIUThl HH()OPMALIUU, CPEACTB BHIYUCIUTENBHON TEXHUKH, HH()OPMAIIMOHHO-
BBIUUCIIUTENbHBIE KOMIUIEKCOB, ceTu 1 MCIa 06paboTku nndopmanuu.

6.6. 3a pasriameHue CBeIEHUM, KOH(MUICHIIMAIBHOTO XapakTepa, CTaBIIUX
U3BECTHBIMH €MY IO pOoay pabOTHI.

6.7. 3a KauecTBO U Hocnez@{BHﬂ POBOJMMBIX UM palOT MO KOHTPOJIO JACUCTBUN
noJb30Bareseil mpu padore. "*\\:.i

!
eOHoi1 padore
A.A. Bapaamos

3aMecTHTEb JUPEKTOP rﬁ() ,

\, /
N/
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UHCTPYKIMS
MOPSIIKY UCHOJIL30OBAHMS, YUETA U XPAHEHUSI HOCUTEJIEN
WH®OPMALIMM B TKOY CAMAPCKO OBJIACTH «YYEBHO-
METOJNYECKMII LEHTP IO 'O U YC»

1. OBIIME ITOJIO’KEHU A

1.1. UHcTpykuMsi MmO TMOPSJIKY HCIOJIb30BAHUSA, y4€Ta U XpaHEHHUsS] HOCHUTEJEH
uHpopmanuu B YupexaeHun (panee - MHCTpyKnusl) onpenenser THIbl HOCHUTENEH
uH(popMaluy, Ha3HAYEHUE, MPaBUJIA HUCIOJIb30BAHUA, MOPSAOK y4deTa U XpaHEHHS
HOCHUTEJNIeH MH(OPMAIUH, MPEJOCTABISIEMBIX YUYEOHBIM LEHTPOM JJIsl HCIIOJIb30BAHUS B
MOBCEIHEBHON M y4yeOHOU JEATEIbHOCTH, & TAKXKE B aBTOMATU3UPOBAHHBIX CHCTEMAaX
(manee - AC), rocymapcTBeHHBIX HH(pOpManMOHHBIX cuctemax (maitee - [TMC) u
MH(OPMAIMOHHBIX CUCTEMaX MMEPCOHANBHBIX NaHHbIX (Hanee - UCII/).

1.2. MuCcTpyK1IMs pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSMU:

1.2.1. TpynoBoro koaekca Poccuiickoit @enepanuu;

1.2.2. ®enepanbuoro 3akoHa ot 27 utonst 2004 r. Ne 79-@3 «O rocynapcTBeHHON

rpaxxaaHckon ciyx6e Poccuiickoit deneparuny;

1.2.3. ®enepanbHoro 3akoHa ot 27 utons 2006 r. Ne 152-®3 «O nepcoHAIbHBIX
JTAHHBIX»;

1.2.4. ®enepanpHoro 3akoHa oT 22 okTsiOpst 2004 r. Ne 125-®3 «O06 apxuBHOM
nene B Poccuiickoit @enepannmny;

1.2.5. ®enepanbHoro 3akoHa oT 27 utons 2010 r. Ne 210-d3 «O6 opranuzanuu
MPEIOCTABIIEHUS TOCYAAPCTBEHHBIX U MYHUIIMIAIBHBIX YCIYT;

1.2.6. ITloctanoBnenus IIpaBurensctBa Poccuiickonn @enepanuu ot 21 mapra 2012
r. Noe 211 «OO0 yTBepkAEHHH TIEpEeYHs Mep, HaNpaBIEHHbIX Ha o0ecreyeHue
BBINIOJIHEHUS ~ O00SI3aHHOCTEH, TpeaycMOTpeHHbIX DenepanbHbiM  3akOHOM  «O
NEPCOHANIBHBIX JAHHBIX» W MPUHATBIMH B COOTBETCTBUM C HHUM HOPMaTHUBHBIMHU
MPaBOBBIMM  aKTaMH, OINEPATOpPAMH, SIBISIIONIUMUCA TOCYJApCTBEHHBIMH  WJIU
MYHHUITUTIATBHBIMU OPTaHAMI;

1.2.7. TlocranoBnenus IlpaButensctBa Poccuiickoir ®@enepanmu ot 01 HOAOps
2012 No 1119 «OG6 yTBepxkaeHnn TpeOOBaHMI K 3aIIUTE IEPCOHATBHBIX JAHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX»;

1.2.8. ITpukaza ®CTIK Poccun ot 11 despans 2013 Ne 17 «O6 yTBepxkacHUN
TpeOGoBanuii o 3ammre WHGOPMAIMK, HE COCTABJISIOLIEH TOCYJapCTBEHHYIO TalHY,
coJiepKallencst B roCyJapCTBEHHbBIX HHPOPMAIIMOHHBIX CUCTEMAX);



1.2.9. Ilpukaz ®CTIK Poccuu ot 18 deBpans 2013 Ne 21 «OO0 yTBepKIeHUH
CocTtaBa u coep)kaHus OpraHU3aIMOHHBIX U TEXHUYECKUX MEp M0 00ECIIeUEHUI0

0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MH(GOPMALMOHHBIX
CUCTEMAaX MEPCOHAIBHBIX TaHHBIX);

1.2.10. Tlpukaza deaepanbHO Ciryk0b1 Oe30macHoCTH Poccuiickoit deneparuu ot
10 uronst 2014 Ne 378 «O6 yrBepxkaeHun CocraBa U COAEpKaHNs OPraHU3allMOHHBIX U
TEXHUYECKUX Mep MO0 obecredeHnto 0e30MmacHOCTH nHpopmaiuu mpu ux oOpaboTKe B
WHOOPMAIIMOHHBIX ~ CUCTEMax  HMHPOpMAlUM €  HUCIOJb30BAaHUEM  CPEACTB
Kpunrorpaguueckod 3amuThl  HUHPOpMALMK, HEOOXOJIUMBIX JUIsl  BBINOJTHEHUS
yctaHoBJieHHbIX [IpaBuTenbcTBoM Poccuiickoit ®enepanuu TpeOOBaHMN K 3alllUTe
uHMOpMAIUU JJI KaKIOTO U3 YPOBHEH 3alIUIIIEHHOCTHY.

1.2.11. Tlpuxaza denepanbHoii ciyk0bl Oe3omacHOcTH Poccutickoit denepanun
ot 10 uromns 2014 Ne 378 «O06 yrBepxkaeHnn CoctaBa U coiepKaHUsl OpraHU3alMOHHBIX
U TEXHUYECKHX MEp MO 00ecrneyeHuIo 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX
00paboTKke B MH(DOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX C UCIOJIb30BAHUEM
CpelCTB KpunrTorpaduyeckon 3anuThl HTHPOPMALMKI, HEOOXOAUMBIX ISl BBIIIOJIHEHUS
ycraHoBieHHbIX [IpaButenscTtBoM Poccuiickoii ®denepanuun TpeOoBaHMII K 3alliuTe
NEPCOHANBHBIX JAHHBIX JUISl KQXKI0r0 U3 YPOBHEHN 3alIUIIICHHOCTI.

1.3. [HevictBue MHCTpyKIMM pPacupoOCTpaHSETCs HA BCEX JOJDKHOCTHBIX JIMIY
YupexaeHus.

1.4. ITox ucnons3zoBanueM Hocurtened nHpopmanuu B ' MC u UCIIJ] nonumaercs
UX TMOJAKIIOUYEHHE K UHQPacTpyKType C Lenablo 00paboTKu, mpueMa/nepenadyu
undopmaruu mexay AC, T'MC u UCIIJl u HocuTensimu nHGOpMAIIUH.

1.5. Hocurean wuHbopManuum MNPEeNOCTABISIOTCS  JOHKHOCTHBIM  JIMLAM
VYupexaeHus 1o uX MTHUIUATUBE B CIIy4asiX:

1.5.1. HeoOGX0auMOCTH BBHITIOJIHEHUS BHOBH MPHUHSATHIM JOJKHOCTHBIM JIUIIOM
CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

1.5.2. BO3HUKHOBEHMS y JOJDKHOCTHOTO JMIAa YUPEKICHUS CIIy)KEOHOU
HEO0OXOAUMOCTH.

2. KTACCUDOUKALIUA

2.1. Tlon HocuTene nHpopMalu MOHUMAETCsT PU3NUECKUNA OOBEKT, CBOMCTBA U
XapaKTePUCTUKU KOTOPOI'O UCHOJB3YIOTCS AJIsl 3alIMCH U XPAHEHUS! TaHHBIX.

2.2. B y4yeOHOM IEHTpE BBIICISIIOT CIEAYIOLUIUE DSJIEKTPOHHbIE HOCUTEIN
uHbopMaIuu:

2.2.1. HecvremHubie HOCHTENN WH(DOPMAITUY;

2.2.2. CpeMHBIC HOCUTEH UHPOPMAIINH;

2.2.3. Hocutenu kiro4eBoit HHPOPMAIIUH.

2.3. K HEeCbeMHBIM HOCUTENSIM MH(OpPMALUU OTHOCSATCS HAKOMUTENN Ha YKECTKHX
MarHUTHBIX Iuckax (kectkue aucku wiu HDD) u ycrpoiictBa Ha ocHoBe flash-mamsitu
(TBepoTeNnbHbIe HaKomUTeNU Wik SSD), yCTaHOBJIEHHbBIE B KOPITYCE CUCTEMHOTO OJIoKa
aBTOMAaTU3UPOBAHHOTO pabouero wmecrta (gaimee - APM), neMoHTax KOTOpPBIX
HEBO3MOXEH 0e3 JI0CTyna BO BHyTpeHHee MpocTpaHcTBO APM.

2.4. K cbeMHBIM HOCUTENSIM UH(OPMAIIMU OTHOCATCA yCTporicTBa Ha ocHOBe flash-
namsatd u ontudeckue aucku (CD-ROM, DVD-ROM) ycraHoBka W H3BJICUCHHE



KOTOpBIX TPOMU3BOJIUTCS 4YEpe3 cCleluabHble pa3beMbl U ycTpoiictBa APM u 0e3
HEOOXOMMOCTH JAO0CTyIa BO BHYTpeHHee mpocTpancTBo APM.

2.5. K HocuTtensM KIO4eBOM HMHQOpPMAIMKM OTHOCATCA YCTPONCTBAa Ha OCHOBE
flash-namsiT, npeanasHayeHHbIE IUISI OCYIIECTBICHHS KPUNTOTPAUUECKON 3aIIUTHI
uHGOpMaIIMU B TEUCHHUE OIMPEIEICHHOTO CPOKA.

3. IPABHJIA UCITIOJIB3OBAHUA

3.1. Tloxg wucnonb30BaHHEM HOCUTEICH TIOHMMAETCS WX MOJKIIOYEHHE K
uHppacTpykType MHOOPMAIIMOHHOW CHUCTEMBI C II€JIbI0 00pabOTKHU, mpuema U (WJIH)
nepeaaur uHGopMauu Mexay HHOOPMAITMOHHBIMUA CUCTEMAaMU U HOCUTEJIEM.

3.2. Ilpu wucCHojib30BaHUM JOJKHOCTHBIMU JIMIIAMU HOCUTENeW uHdopmanuu
00s13aHBI:

3.2.1. CobmonaTts TpeboBaHus HacTosme MacTpykiuu;

3.2.2. Ucnonw3oBaTth HOCUTENM MHGOPMAIMKU UCKIIOYUTEIBHO [IJISi BBITIOJHEHUS
CBOMX CITy’K€OHBIX 00sI3aHHOCTEH;

3.2.3. CTtaBuUTh B H3BECTHOCTH OTBETCTBEHHBIX JOJKHOCTHBIX JIUI[ O JIFOOBIX
(dakrax HapywmeHus TpedoBaHuil HacTosmerd MHCTpyKIuy;

3.2.4. bepexHO OTHOCUTCS] K HOCUTENIIM HH(POpPMaLIUH;

3.2.5. O6ecneunBaTh (PU3NUECKYIO0 O€30MaCHOCTh HOCUTENEH MHPOpMaLUd BCEMH
pPa3yMHBIMH CIIOCOOaMU;

3.2.6. U3Bemarb OTBETCTBEHHBIX O (aKkTax yTpaThl (Kpakh) HOCHUTENEH
MEPCOHAIBHBIX IAHHBIX;

3.3. Ilpm wucnonp3oBaHUM HOCUTENEH HWHGOPMALKMK JOHKHOCTHBIM JIMIIAM
3aMperaeTcs;

3.3.1. Mcrionb30BaTh HOCUTENHN B IMYHBIX LENSIX;

3.3.2. IlepenaBaTh HOCHUTENIH APYTUM JIMIAM (32 UCKIIOUYEHHEM OTBETCTBEHHBIX
JIOJKHOCTHBIX JIUII);

3.3.3. XpaHuTh ChEMHBIE HOCUTENH C KOHPUAECHIIMATbHON NH(pOpMaLIKEel BMECTE ¢
HOCHUTEJIIMU OTKPBITOM WH(pOpMaIMy, Ha paboyux cTosax, JMOO OCTaBIsATh UX 0e3
MPUCMOTpPA WM NEepeaBaTh HA XpaHEHUE JPYTUM JIMLIAM;

3.3.4. BBIHOCUTh ChEMHBIE HOCUTENM C KOH(HICHUHATbHON HHpOpManuen u3
CIIy’KE€OHBIX TOMEILEHUM JUIsl padOThl C HUMH Ha IOMY U T. JI;

3.3.5. Jlwboe neiictBue (oOpaboTka, mnpuem/mepenaya UHPOpMaLUN),
UHUIMUPOBAHHOE JOJKHOCTHBIM JIMIIOM C HCIIOJIb30BAHMEM HEYUTEHHBIX (JIMYHBIX)
HOCUTEISIMU  HMH(OpMAallMK, paccMaTpuUBaeTcs Kak HECaHKIMOHHUPOBaHHOE (32
UCKIIFOYEHHEM CIIy4aeB, OTOBOPEHHBIX C OTBETCTBEHHBIM JOJDKHOCTHBIM JIULIOM
3apaHee).

3.4. OTBeTCTBEHHBIE JOIKHOCTHBIE JIMIIA OCTABIISIOT 32 COO0M IIPaBo OJIOKUPOBATH
WIA OTPaHUYMBATh UCIIOJIB30BaHUE HOCUTENEeH HHOpMaIUK.

3.5. Undopmanuss 00 HCMOIB30BaHUM JOJDKHOCTHBIMH JIMIIAMHA HOCHTENCH
uH(pOpMaIUU MPOTOKOIUPYETCS U, MPU HEOOXOJUMOCTH, MOKET OBbITh IPeIOCTaBICHA
PYKOBOIUTEIIO Y UPEKICHHUS.

3.6. B cnydae BbIsiBIIeHHS (DAKTOB HECAHKIIMOHUPOBAHHOTO W/WJIM HELEJIEBOTO
UCIIOJIb30BAaHUM  HOCUTENed  uHOpManuu  HUHULMAIM3ZUPYETCS  CIy:KeOHOoe
paccieioBaHue.

3.7. Ilpu oTnpaBke win nepeaade KoHGuIeHIIMaIbHON nH(popMaluu aapecaram Ha



HOCHUTENIM MH(OpMAIIUKU 3aMUCHIBAIOTCS TOJIBKO MpEeAHaA3HAYEHHBIE aJipecaTaM JIaHHbIE.

3.8. Cwemuble HocUTEnu HH(POPMALMU C KOH(UAEHIMAIBbHON uHOpMaIueil,
NPUIIEAININE B HErOJHOCTb, WU OTCIIYXKUBIIHUE YCTAHOBJICHHBIM CPOK, MOJJIEKAT
YHUYTOXXEHUIO.

3.9. B cinyyae yTpaThl WM YHUUYTOXKEHHUS CHEMHBIX HOCUTENECH HH(YOPMAIUH C
KOHQUACHIMATBHOW HHOpMaIei 1Iub0 pasrialeHuH COAEpXKAlIMXCsi B HHUX
CBEJICHUM HEMEIJICHHO CTaBUTCA B W3BECTHOCTb PYKOBOIAUTENb YUPEKACHUA U
OTBETCTBEHHOE JIOJKHOCTHOE JIUIIO.

3.10. B cnyyae yBoJbHEHHSI pabOOTHHUKA, WIPEIOCTABICHHBIE HOCHUTEIHU
uH(MOpPMAIUU U3bIMAIOTCS.

3.11. Wnudopmanus, Xpassmascs Ha HOCUTEISIX HWHGOPMAIUU, TMOAJIEKUT
00s13aTEIbHON MTPOBEPKE HA OTCYTCTBUE BPEAOHOCHOTO MPOrPAMMHOIO 3apasKEeHUS.

4. YYET U XPAHEHHUE

4.1. Bce Haxopsmuecs B OOpallleHUM W Ha XPAHEHWHW HOCUTENM HH(pOpMaLUU
TOJUIEKAT YYETY.

4.2. Kaxnapli HOcuTenb HHPOPMALMKM JOJDKEH HMETh OUpKY, Ha KOTOpOMH
YKa3bIBA€TCs €T0 YHUKAJIBHBIN YUYETHBI HOMED.

4.3. Yyer u Bblgauy HocuTenell MHGOpPMALMK OCYUIECTBISET AJIMHHHCTPATOP
0e3onacHOCTU MH(pOpMALUU B Y UpEKICHUU.

44. B XXypHamax ydyera HOCHUTENEH YYUTHIBAIOTCS HECHEMHBIE U CHEMHBIC
HOCHUTENISIM MHGOpMAIMK B TOM YHCIIE Ha KOTOPBIX HAaXOJIUTHCA KOH(UIACHIMATbHASL
uHbopmarus.

4.5. B XKypname ydera HocuTenell KIO4YeBONH HHGOPMAIMKM YYUTHIBAIOTCS
HOCHTEJIU KIIFOUeBOM HH(OpMAIIUK.

4.6. B XypHanax ydeTa yKa3bIBaeTCsl KaK YHHKaJbHbI YYETHBIA HOMEp, TaK W
«GUID kmacca» nHocutens uHGpoOpMaIuu.

4.7. YHUKaNbHbIA YYETHBIN HOMEP HOCUTEIIS COCTOUT U3:

4.7.1. CokpallleHHOrO HaMMEHOBAHUs CTPYKTYPHOTO MOAPA3IAEICHNUS;

4.7.2. Paznenutens B BUIIE TUPE «-»;

4.7.3. IlopssakOBOTO HOMEpA MO KypHAIY;

4.7.4. PaznenuTtens B BUJI€ HAKJIOHHOTO TUPE «/»;

4.7.5. Tuna HOCUTEIIS.

4.8. Hocurtenu undopmaiuu pa3ieisroTcs 1 0003HAYaI0TC:

4.8.1. «H» nj1st HEChbeMHBIX HOCUTEIICH;

4.8.2. «C» mJist CbeMHBIX HOCHUTEIEH

4.8.3. «K» m1s K1roueBbIX HOCUTENEH

4.9. Tlpumep yHukanbHOTO yuéTHOTO HOMEpa HocuTens - NeYO-01/H, rae «YO» -
yaeOHbIit otnen, «01» - mopsaKoBeIi HOMEp B KypHaie, «H» - HecheMHbINT HOCUTEIND
uHpOopMaIuu.

4.10. B cnydyae OTCYTCTBUSL  YTBEP)KJICHHBIX  COKpAllEHWA  Ha3BaHUU
MOJIPA3ICIICHUN YUETHBIM HOMEDP HOCUTENS COCTOUT U3:

4.10.1. ITopsiAkOBOrO HOMEpA MO KYPHAILY;

4.10.2. Paznenurens B BUJE HAKIOHHOTO TUPE «/»

4.10.3. Tuna HoCcuTENS.

4.11. TlpuMep YHUKaJIBHOTO YYETHOIO HOMEpPAa HOCHUTENd 0€3 YTBEP>KIECHHOTO
cokpatenus noapazjaenenus - Ne01/C, rae «01» - mopsiaikoBbIii HOMep B kypHaie, «C»



CbEMHBI HOCUTENh UHPOPMALIUH.

4.12. JIns cbeMHBIX HocuTede HHpOpMAIMM  PEKBU3UTHI  HAHOCATCSA
HEIMOCPEJICTBEHHO Ha HocuTenb (kopryc). Ecam  HEBO3MOXHO  MapKHpOBaTh
HEIOCPEICTBEHHO HOCHUTENb- (KOPIYC), TO NPHUMEHSETCS MapKUPOBKA YIIAKOBKH, B
KOTOPOW XPaHUTCS HOCUTENb WIH APYTrue JOCTYMHbIE CIOCOOBI MapKUPOBKHU (OUpKH,
OpEeJIOKH U T.I1.).

4.13. Hangnuce pexkBU3UTOB Jenaercsa pa3dopuMBO UM aKKypaTHO, Takxke
JIOITyCKAETCsl HAKJIEUBATh 3aPAHEE 3arOTOBICHHYIO STUKETKY.

4.14. JIODKHOCTHBIE JIMIIA TOJYYalOT YYTCHHBIA HOCUTENb HHPOPMAIMHU OT
OTBETCTBEHHOTO JOJHKHOCTHOIO JIMIA JIJIsl BBIMOJHEHUS pa0OT Ha KOHKPETHBIM CPOK C
COOTBETCTBYIOILIEH 3alKMChIO B )KypHAJIE yUeTa.

4.15. Tlo oxoH4yaHnuu pabOT JOHKHOCTHOE JIUIIO CAAeT  HOCUTEIh
YIOJIHOMOYEHHOMY JIOJDKHOCTHOMY, O YE€M JIeJIaeTCsl COOTBETCTBYIOIIAsl 3alllCh B
JKypHaJe yJyera.

4.16. BpHOC CBEMHBIX HOCHUTENIEW HHPOpMaUUU C KOHPUACHIMAIbHON
uH(popmanuen sl HEeNOCPEICTBEHHOM Mepefadyn aJpecaTy OCYIIECTBISIETCS TOJBKO C
MIACHbMEHHOTO Pa3pEIICHNs HaYaIbHUKA CTPYKTYPHOIO IOAPa3/ICIICHHUS.

4.17. Ha yTpadyeHHBbIE U YHUUTOKEHHBIE HOCUTEIU MH(OPMALUU COCTABIISIOTCS
aKTbl, B  KOTOPBIX  COJEPXKATCA NPOLEAYPbl YHHYTOKEHHS U  JIEJAIOTCSH
COOTBETCTBYIOIIME OTMETKH B )KYpHAJIaX ydeTa.

5. OTBETCTBEHHOCTbD

5.1. PaGotHuKu, HapymuBiIMe TpeOoBaHUs Hacrtosimiedl WHCTpykiuu, HeCyT
OTBETCTBEHHOCTb B COOTBETCTBUM C JEHUCTBYHOUIUM 3aKOHOIATEIbCTBOM Poccuiickon
denepauuu U JIOKAIbHBIMA HOPMATUBHBIMH aKTaMU.
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